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	Search the internet for information on laptop security policies. 
Answer one of the two question sets below:
Question Set 1 : Describe the laptop use and security policies where you work. Do they provide the appropriate level of security? How would you change the current polices? Provide any relevant references. 
Question Set 2: Assume you were in charge of laptop security at a medium size business. Your business is an independent insurance agency with 50 insurance agents and 8 support staff. The 50 agents take laptops to meetings with clients to present marketing materials and to immediately calculate and display Life Insurance Policy Illustrations. The agents also capture potential customer information and coverage requests so they can send the information to the insurance company's home office for premium estimates.
What laptop security polices would you put in place at the insurance agency to protect the information on the laptops and to protect your company's network from malicious code? Many agents want to install Quicken 2009 and Turbo Tax 2008 so they can use the laptops for personal finance. Would your policies allow them to do this? Provide any relevant references from your internet search. 
	

	[image: Post reply]






		Forum: Week 5 Discussions - Laptop Security - Closed
	Times Read: 83 

	Date: Tue Feb 10 2009 00:47

	Author: Miller, Jim  <jmiller@dom.edu>

	Subject: W5D2 - Dominican Clean Access

	[image: Modify] [image: Remove]

	
	

	Dominican University uses Clean Access to guard against outside laptops introducing malicious code to the Dominican Network and servers. Read about Clean Access on page 11 of this document. You may also want to read the Clean Access Frequently Asked Questions document. A member of the Dominican community can get a free license to use security protection software as part of this procedure. However, it can take 30 minutes or more to get Clean Access installed and working on a laptop. Laptops without Clean Access cannot be used to take advantage of Dominican's wireless capabilities to access the internet. There is definitely a trade-off between user convenience and network security. 
Question 1: What is your opinion of the current Dominican laptop policy? 
Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how? 
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	Question 1: What is your opinion of the current Dominican laptop policy? 
I think it's smart of Dominican to protect their network by using a program such as Clean Access. However, as stated in the introduction to the question, there is a trade-off to this and that is convienence. I have personally tried to install the Clean Access software and have had problems with it. Since I am not there using my laptop on a regular basis it is not worth it to me to call Dominican's IT department. Many people also do not want additional software on their personal computers as it takes up valuable space. 
It seems that Dominican knows that this particular software is prone to problems. Their instructions as outlined in their laptop policy state that you made need to restart your computer several times to get everything installed correctly. This can also be bothersome if you're attempting to multitask while the software is installing.
I personally think the inconvienence is too much. However, this could be because I have personally experienced problems with the software.

Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how? 
I would use a system similar to Concordia's. They have three different networks; secured, student, and public. The public one is open wifi with no authentication required and only offers access to the internet. No university resources can be accessed from it, limiting damage done to university resources. 
The student one requires a root certificate to be installed and users log on with a username and password. In logging on, students must also agree to certain terms and conditions which allow the IT department to follow their activity giving them the ability to trace any problems back to a specific individual.
The secured network serves faculty and staff and again, requires a root certificate to be installed and requires authentication through a username and password.
By having three seperate networks damage is limited to only a portion of the total network and, except for the unsecured public network, allows for the IT department to trace problems back to their orgin if necessary. The process is much more user friendly.
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	Question Set 1 : Describe the laptop use and security policies where you work. Do they provide the appropriate level of security? How would you change the current polices? Provide any relevant references. 

The laptop security policy at my place of employment is actually an agreement signed by the employee. The agreement states that all software and equipment remains the property of the university. As such, it must be serviced by the IT staff of the university. Should the laptop become irreparable and need to be replaced, the IT department will provide a replacement with the standard software. The employee is responsible for maintaining a data backup. It does allow the employee to install software of their choosing, however, it requests that the employee contact the IT department prior to installing anything so that the department can ensure that the new software does not void any warranties, and that they can provide technical support for the application. 
All university data must be stored on the university central server and not on the laptop hard drive. However, employees may store personal information on the hard drive, although the IT department is not responsible for backing up that data, that is the responsibility of the employee.
Any damage to the laptop must be reported, regardless of severity. Additionally, the employee can be held responsible for the repairs if found negligent.

The biggest problem with the policy is that it's not enforced. Any employee has the option to log on to the unversity servers from their home computer (or university issued laptop) via VPN, however, such practices are not stressed as important. Because of this, the policy does not provide an adequate level of security. If I could change the policy it would be to make it actually mean something.
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	1.  PHI (Personal Health Information) is a vital key to the health insurance industry.  Many of our policies revolve around PHI and the associate’s responsibility to protect this information from public view.  We are instructed to always utilize our combination locks, screensavers, and never forget our computers in unlocked cars, houses, etc.  We are also instructed to never put our laptops in checked luggage so that we always have them in our sights at all times.  We have both physical and technical strategies.  Physical (Cable lock, safe place) and Technical (encryption, key fob access, and firewalls)

We are always locked from downloading any programs from the internet including Java updates and such.  Email security is highly visible as well.  For example, I was not able to send my MS Access database from my yahoo account to my work account, because it was quarantined during transfer.

Since my company is very large, their policies are expansive.  They seem to be quite effective and we are notified immediately if there are existing threats on the horizon.  Sometimes the policies actually hinder work, however I believe the price tag of safeguards versus the alternate option are a benefit to the company.

2.       I would most definitely include laptop encryption (we use Guardian Edge).  This will
secure data stored on hard drives, and removable media, against unauthorized access.  The Health Insurance Portability & Accountability Act (HIPAA) is put in place to prevent people who change jobs from not being covered (life insurance for our purposes in this discussion) due to preexisting conditions.   This act is very important when understanding the needs of security and the knowledge that can be obtained for a customer’s condition or health information.  Administrator rights would also be removed for users so that no downloading would be approved including the Quicken and Turbo Tax installations.  I would also include a set of procedures in case there was a breach of security or theft in order to handle the situation.
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	Question 1: What is your opinion of the current Dominican laptop policy?
In my opinion, the current Dominican laptop policy is a good start in the right direction for Dominican University and protecting their assets. I like how the clean access confirms that up-to-date antivirus software is installed, checks that the automatic updates feature is enabled in windows, and determines if that service packs and critical updates have been installed. What I would like to see Dominican University improve is the installation time for users to get the software on their computers and properly working. If Dominican can find software that would cut down on the installation time and inconvenience of operating, I believe more students/users will be more willing to download the software. Also, I do not like how clean access gives a “Temporary Access” to users who are not successful in downloading the software. This opens Dominican University servers to potential viruses and other harmful server problems. Temporary Access gives you a set amount of time to correct any problems found by Clean Access. I believe Dominican University should look into software that gives users less of a difficulty to download/operate and will protect Dominican servers just as well or better as Clean Access. 

Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how? 
Talking to other students, it seems that Dominican Universities Clean Access is not one of convenience to operate. If there is other software that protects just as well as Clean Access, and is easier to use, I would recommend Dominican University to look into it. I agree that Dominican University needs to protect their assets with suitable protection software, but Clean Access is at the cost of student and faulty that need to operate this software. If software exists that is easier to operate, I would potentially switch software.
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	Question Set 2: Assume you were in charge of laptop security at a medium size business. Your business is an independent insurance agency with 50 insurance agents and 8 support staff. The 50 agents take laptops to meetings with clients to present marketing materials and to immediately calculate and display Life Insurance Policy Illustrations. The agents also capture potential customer information and coverage requests so they can send the information to the insurance company's home office for premium estimates.
What laptop security polices would you put in place at the insurance agency to protect the information on the laptops and to protect your company's network from malicious code? Many agents want to install Quicken 2009 and Turbo Tax 2008 so they can use the laptops for personal finance. Would your policies allow them to do this? Provide any relevant references from your internet search. 

If I was in charge of a laptop security at a medium size business, an independent insurance agency, I would first implement Entrust Entelligence, to protect my network and servers. From http://www.entrust.com/laptop-security/index.htm , Entrust Entelligence, based on the award-winning Pointsec for PC technology, can enable automatic full disk encryption for laptop and desktop security. This full disk encryption protects all data on the disk, including the operating system, all drives and resident data, temporary files, deleted files and unused space. Entrust Entelligence also delivers enforceable mandatory access control that simplifies hard disk security, without compromising performance and enables enterprise-wide policy enforcement that cannot be bypassed. A user must enter a username and password before the operating system will boot up. Users are also prevented from uninstalling Entrust Entelligence without proper authorization. If many agents want to install Quicken 2009 and Turbo Tax 2008 so they can use the laptops for personal finance, our policies will not allow them to do this. Entrust Entelligence, allows centralized administration the ability to create, deploy and manage laptop security policy and desktop computer security policy easily and consistently across the enterprise. Administrators are also able to install and configure the software, delegate authorization throughout the network, modify settings for local conditions, and assign the properties and authorization of individual users or groups by using profiles. Regulating the security software I would not allow employees to download personal software since this can potentially compromise the security software and it also puts my employees at risk of identity theft and fraud with personal information on the companies laptops.
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	Question Set 2: What laptop security polices would you put in place at the insurance agency to protect the information on the laptops and to protect your company's network from malicious code? Many agents want to install Quicken 2009 and Turbo Tax 2008 so they can use the laptops for personal finance. Would your policies allow them to do this? Provide any relevant references from your internet search. 

My research resulted in finding the following website, http://labmice.techtarget.com/articles/laptopsecurity.htm, which has an exhaustive list of ways to keep a laptop protected. This resource outlines ways to ensure the physical security of a laptop as well as how to protect the sensitive data that exists on a laptop. As my research indicated, there are two types of security policies that I would put in place at the insurance agency: the physical security of the actual laptop and the sensitive data on the laptop. In regards to the physical security of the laptop, I think that it is very important that every employee make sure that they keep their laptops locked up and in a secure location. Laptop theft is occurring all too often, and often times, we could take measures, such as a simple cable lock, to make it more secure. If the physical laptop is stolen, the employee would lose the laptop, as well as the information that resides on the laptop if it has not been backed up prior to theft. 

Consequently, the second type of security must involve protecting the data that exists on the laptop. This data is important to the company and their clients and may be confidential. The website that I looked at suggested programs, such as Windows 2000 Professional and Windows XP Professional. These programs have the ability to “offer secure logon, file level security, and the ability to encrypt data” (http://labmice.techtarget.com/articles/laptopsecurity.htm). This website goes on to list many specific measures about securing data using this program, as well as other measures. It suggests items such as using the NTFS file system, disabling the guest account, renaming the administrator account, creating a dummy administrator, etc. I think that all of the items explained within this research should be included in a policy to protect the laptop. Many of these items are easily accomplished but can have a positive impact if required and enforced by the insurance agency. Here is another source, http://www.onguardonline.gov/topics/laptop-security.aspx, which outlines many of the information security practices that can be used by the insurance company. Again, the insurance company should set passwords, authentication processes, encrypt file systems, etc. These sources can be very useful for detailing policies the insurance company can put in place to secure their data. I think that enforcement of both the physical and data security policies are very important. 

I believe that these securities will still allow the insurance company to access the programs in question. These measures are more in line with making sure that others cannot find their way into the data or make use of someone else’s laptop. However, I do not think that they will prohibit access to these sources. 

Further searching on this subject yielded yet another helpful website, http://www.onguardonline.gov/topics/laptop-security.aspx. This website also gives some key tips for securing your laptop. I believe this article includes very important information near its conclusion: it points out the necessity to alert local police and your employer in the event of a stolen laptop.
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	Question 1: What is your opinion of the current Dominican laptop policy? 

I have somewhat mixed feelings on Dominican’s laptop policy. On one hand, I think that it is clearly a good safety measure, which I understand is important to the university. Additionally when a computer is constantly connected to the internet, it performs automatic weekly updates that are necessary to continue to allow access to a safe network. I think that these items are very valuable to the university and the users of its system. However through my own experience, I find Dominican’s system to be far too inconvenient. I lived on campus for 3.5 year of my undergraduate education, and I was continually connected to the internet. My computer would restart and check for new updates every Wednesday night/Thursday morning. Some Thursday mornings I would be able to install new updates and move on quickly; however, there were more days than I cared to experience when it would be nearly impossible to get connected to the internet and get going. (This can be a huge inconvenience in the morning!) I prefer not to think about how many times I didn’t get connected to the internet when I needed to and had to place calls into the IT department for assistance. That being said, not only is the system inconvenient to users, but it also eats up the time of people working in the IT department who now have to spend time helping people get connected to the internet, which is probably not the best use of their time! Now that I am no longer living at Dominican, it remains an inconvenience to bring my laptop to campus when I need to make use of it. I prefer not to make use of my laptop on campus; it feels like more of a hassle than a convenience. 

Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how? 

If I were in charge of IT at Dominican, I would definitely change the current policy. I would look for a security policy that allows for more convenient use. The basis of laptop use is that they are convenient and can be used anywhere. However, people do not always have large amounts of time to spend just connecting to a system before even getting into their work. I would look for a system that is more user-friendly and more conducive to getting people up and running quickly! I think that some sort of security measure is necessary; however, I would recommend that Dominican look for a new one!
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	Amanda, I think that you offer a great idea of how to change to current policy at Dominican. I think that your suggestion is a great way to keep the network secure; however, it allows for much better flexibility and convenience than our current system. I think that making the process more user-friendly would also be more productive from an IT perspective also because the people working in the IT department will not have to spend so much time helping people that have difficulties. Many people come in to quickly get work done on campus; therefore, it would allow them to come in and start working without spending half an hour to just get connected.
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	Jason, I like the website that you found about laptop security. There is so much information presented that really sounds like good, helpful technology for protecting laptops. I found the centralized administration to be very interesting, as well as the comment that the reliable systems are those in which users are uninvolved. However, I think that it is hard for employees not to be allowed to do personal work on their laptops. I say this only because people working with laptops are often expected to take them everywhere and be working on them constantly. In my own opinion, I think it would be helpful to make use of the laptop I’m always carrying around in case there is a free minute to get something personal done! That being said, I do understand the argument that you presented for the sake of security.
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	I completely understand not wanting employees downloading personal information onto the laptops through such programs as turbotax. However, how would you respond to the arguement that with the lines between personal and work like blurring, employees should be allowed to utilize their work laptops for personal use since they may have to deal with work concerns outside of the normal work hours on a regular basis (which I would assume would be an issue in an insurance agency)?

I understand the desire to protect the company resource, but those programs are known to be safe. Preventing employees from downloading them onto their laptops may have negative consequences in terms of employee morale and could create expense through turnover. How would you suggest HR deal with that since it would be result of your policies?

I would suggest, if possible, that the company purchase these products for the users (although Turbotax is free software, users pay for the ability to e-file). Often companies get reduced pricing and it would be a nice perk to offer (and could be work-related since often times the worlds of finance and insurance mix), and yet would still give the IT department more control over their resource.
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	Sarah,
Obviously I agree with your agreement of my answer. I get so frustrated trying to log on at Dominican that I just don't even bother to bring my laptop anymore unless I need to. You have a very valid arguement though about the IT department being kept busy with connection issues. Dominican should see how much of their worker's time is spent dealing with connection issues and act accordingly.
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	I agree. I never thought about the exposure created by the "Temporary Access." How is it protecting the network if it still allows computers which it believes to have problems to connect to the network anyway? With that in mind, I realy now think that Dominican should look into a system that is:
a. more user friendly
b. less hassle for the user
c. does not allow temporary access to problematic computers.

It also clearly states in the policy that Dominican offers antivirus software to students. Why not check the computer for security vulnerabilities, and, if some are found, employ this antivirus software to patch up the hole? I would imagine most students already have antivirus software, however, this would be an automatic way of protecting not just the Dominican network, but also those laptops without antivirus. Since this software is already available for free to students, it wouldn't mean any additional cost.
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	Q1
I understand that school try to protect their system by putting Clean Access. However, I think that there are so many way that dominican can do beside required all student to download this program in their computers before be able to just log on internet. For my experience, I did bring my laptop once to use at school. It takes me for ever just download clean access (well my laptop quite old so it take longer than usual). I though after I was waiting so long downloading. I found out that I need to download the anti-virus as well. So I did and it take me over 2 hours to just try to log on the system. Then, somehow I still not able to access online. So I pack up my laptop and decide to go home. I really do not think that this is very good idea at all. It's very inconvenient for everybody and it make you just fed up with it. I've been to several different schools and I have never had to spend this much time to just log on internet from my computer (even my computer still old).

Q2.
Yes, I would change the current policy. I would find other way that be able to protect school system that has the same effective way as clean access but much easier and faster.I have seen what the other school did. All you have to do is to put your username and password to able to log online from your computers. I would change dominican to be this way as well and I would set up some security that would block everyone to able to get in to danger websites. that way it would avoid chances for virus to get into dominican systems.
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	Question 1: What is your opinion of the current Dominican laptop policy? 
 
The current Dominican laptop policy does seem like a cumbersome process to install, particularly if you are accustomed to accessing wireless networks that only take, at most, a few minutes at other Wi-Fi hotspots (like Starbucks or Panera).  But, the University does have good reasons to request that students take this effort in order to preserve the security of their system.  Viruses and other harmful security breaches can be damaging to the entire Dominican network.  It makes sure that the computers accessing the network satisfy minimal anti-virus safety requirements.  Clean Access also can detect malicious users who modify their system to pose as a non-Windows system to avoid agent installation in order to avoid compliance requirements checks.  I think that the included FAQ document is useful to help troubleshoot any problems that can arise while installing Clean Access.  Also, the contact information for the IT Helpdesk is provided.  I have not yet had to work through the process of installing Clean Access on a laptop and would be interested in learning what others have experienced.  

Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how?
 
I think it would be useful to provide more information about the actual security software, Clean Access.  I had to do a google search to find out more information about it.  Sharing this information would allow students to make a more informed decision about whether they want to use their laptops on campus to access the wireless network.  
 
References:  www.cisco.com for information on Clean Access
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	Q1.
I work at retail store and all my job have to use computer at my store because the only computer that are able to access internal is the company computer. The computer at store connect with an internet to link to the headquarter. There are no way that I can use internet for connect other network beside company network which is mean every time workers go online they must be working or try to connect with headquarter only. The company don't have any specific policy for laptop because workers never have to use laptop for work. If workers bring their laptop, they won't be able to connect with an internet at all. Therefore,all workers have never brought their laptop at store. 

I think the company do a right thing by eliminating an opportunity for workers go online for their personal reason at work. Company also don't have to dealing with hacking system because nobody are able to access the company system by their own computer.

I do not think that the current policy need to change because so far they're doing pretty good job of keeping workers away from access internet. I think bring your laptop at work might cause more problems. The company might be able to monitor workers. Or workers might be get caught if they use internet for their personal reason. 
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	here my source
http://www.anonymator.cc/the.problem.two.html
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	Question Set 1 : Describe the laptop use and security policies where you work. Do they provide the appropriate level of security? How would you change the current polices? Provide any relevant references.

Currently, the motto of my company is U R IT, as is the word "Sec-U-R-IT-y." It's a way to have everyone aware that the firewall systems, virus protection, and adware protection are only as good as the people utilizing the system. These memos are posted through out the building along with posters telling us not to open certain e-mails. (there is also a listing of the three character files that we should avoid in general.) 
Also, we do have a fair share of people taken in by working from home or on the road. For these types, the company hands out RSA tokens with random generated numbers to allow access into the system. So even if the system is compromised, the number will most likely never work a second time.
Within the company we also have protection set-up to access the network even from the office. The system is inline to force password updates every 30 days. Instead of getting into the details, let's just say that without knowledge of an employee password, you will not get into the systems. 
As for providing proper protection, I'll have to say it's working. No rumor-mill stories or issues have come up. Except maybe a misplaced token, which is deactivated upon notice. 

Question Set 2: Assume you were in charge of laptop security at a medium size business. Your business is an independent insurance agency with 50 insurance agents and 8 support staff. The 50 agents take laptops to meetings with clients to present marketing materials and to immediately calculate and display Life Insurance Policy Illustrations. The agents also capture potential customer information and coverage requests so they can send the information to the insurance company's home office for premium estimates.

Question Set 2: What laptop security polices would you put in place at the insurance agency to protect the information on the laptops and to protect your company's network from malicious code? Many agents want to install Quicken 2009 and Turbo Tax 2008 so they can use the laptops for personal finance. Would your policies allow them to do this? Provide any relevant references from your internet search.

I want to start my sounding mean, but I say this out of love. "Do not put your own personal information into a company computer. It does not belong to you and the company has the right to remove the laptop from your possession if it pleases." If someone wants to search the internet, shop online, or update their Facebook page, more power to them, but installing personal, non-work related programs can create an issue when the laptop is given back.

Listed below is a site on laptop protection according to law.com.
http://www.law.com/jsp/legaltechnology/pubArticleLT.jsp?id=1196015496622

The site does a descent job at analyzing aspects of protecting notebooks from the outside world. First thing would be to encrypt the entire hard drive of the laptops by utilizing Guardian Edge Tech or TrueCrypt to organized the system. These systems always need passwords to protect data, so inform employees to treat these password with care. Not to mention, for added security, the password will need to be changed every 30-days. Finally, set up a network almost similar to lo-jack to keep tabs on the location of laptops. Also, it's an easy way to make sure employees are going to the meeting and not just drinking at a bar on company time.
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	The idea of Clean Access is a great idea. The school I went to in Minnesota used the same software to allow students access to the internet or other limited intranet sites. But I must say the program was a pain to work with. My experience often called for many updates and reinstalls to get onto the internet. That issue always came up when I have last minute research to do on a paper. For Dominican, I always just used Guest access that basically as easy to enter as clicking one button. In addition, by searching for Clean Access in Google, within moments there were links to bypass the system.

https://nerp.net/~jcarlson/cca_.html
http://crashinc.googlepages.com/cleanaccessagent

Clean Access has inherit problems with updates, with my experience. the best way to combat these issues is to work with the developer Cisco Systems to specialize the network access specifically to Dominican. Also, develop better way to attack Guest users by severely limiting the time and pages it can access.
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	I think everyone wants systems to be user-friendly. The only issue is, with the program becoming easily to use, there are better chances of having the network compromised by outside forces.
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	Understandable that associates cannot access internet from the retail sales, but what about support staff to audit the stores to see if each fits the criteria of the corporate image. Has there been outsiders (ie corporate members) arriving to test the systems to insure that these cannot be tampered with?
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	Amanda, I think you bring up a very good point about enforcing policies. A policy does not do a network any good if it is not enforced. Without proper enforcement, the system may still be vulnerable because the security is not working as outlined. Here is an instance where it is great to say what should be done; however, it does not do any good unless it is actually done. Unfortunately, we see problems similar to this related to many topics: companies have a system or policy in place, but it is not enforced or carried out. There was a similar discussion when we talked about disaster recovery plans. There were instances in the articles and research people did that showed companies often had DR plans; however, they didn’t test their plans or make sure that the data/system was useable after a DR plan was put into action. In many instances, we see that even the best ideas often fall short if there is not a complete, tested, enforced plan.
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	I can appreciate the need to be secure and trying to keep the network from being compromised by outside forces; however, the system cannot be prohibitive. When it takes more than 30 minutes to simply be connected and before any work begins, there is a serious constraint. I just think that there needs to be a better, faster way to get connected. As it currently stands, I avoid the “convenience” of working from my laptop on campus because it is far too inconvenient to use. In this case, I do not think that we have an even trade-off in terms of convenience for security.
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	Question 2:
If I was in charge of a laptop security at a medium size business, an independent insurance agency, I would first implement Zero-Interaction Authentication.  Zero-Interaction  Authentication.  Zia was developed at the University of Michigan and is a security framework for mobile computing devises.  Zia will automatically encrypt sensitive information when owners stray too far from their machines, or vice-versa. Called ZIA, or Zero-Interaction Authentication, the system could help protect sensitive documents by automatically scrambling sensitive information found on these laptops as soon as they are separated from their owners. Below is some more information regarding ZIA.
“ZIA automatically manages the identification and authentication process with the laptop via an "authentication token" worn by the user. The token, which could take the form of a wristwatch, continuously communicates with the laptop via a wireless link. As long as the token is present, the computer functions normally. But if the user and token wander away from the machine, the laptop automatically encrypts all of its data. 
"When a user walks away from his laptop to get a cup of coffee, it will sense that he is leaving and begin securing the computer," said Noble, an assistant professor of electrical engineering and computer science at the University of Michigan. "As he returns, as soon as the user comes within radio range, the computer will begin unlocking the computer so that it is ready to resume work when the user sits down." 
http://www.pdacortex.com/zia.htm
I would also having mandatory training courses that would help employees to have a better understanding on the company’s policies and will enable the staff to be better prepared to protect sensitive customer information , such as social security numbers, bank accounts, etc. 
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	While not being too familiar with security systems, I don?t believe Dominican University to have a bad policy.  It is understandable that University has concerns regarding student use.  As we all know, there a numerous viruses and that can harm the University?s network.  Clean Access is a very popular network security solution.  Clean Access can prevent infected and vulnerable machines from joining the network, providing a cleaner and safer computing environment. Clean Access is software that scans and assesses devices to assure they meet minimum security standards (http://it.jhu.edu/networking/wireless/cleanaccess.html). While doing research on line for this thread, I found that many colleges/universities use Clean Access (Wellesley College, Florida International University, Johns Hopkins and the University of Akron).  
Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how?
If I were in charge of Information Technology at Dominican University, I would research other college security systems.  I also would speak to my counterpart at these colleges and see what works, what doesn't, and what needs to be improved upon.  Until I have a better idea of what additional systems are out there, I would continue to use the current policy.  
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	Company computer and communication systems must be used only for business purposes. Incidental personal use is permissible if the use: does not consume more tan a trivial amount of resources that could otherwise be used for business purposes, does not interfere with employee productivity and, does not preempt any business activity. 
	To ensure compliance with company internal policies, as well as applicable laws and regulations, and to ensure employee safety, management reserves the rights to monitor, inspect, and/or search at any time all company information systems. This examination may take place with or without the consent, presence, or knowledge of the involved employees. The information systems subject to such examination include, but not limited to, electronic mail system files, personal computer hard drive files, voicemail files, printer spool files, fax machine output, desk drawers, and storage areas. All searches of this mature will be conducted after the approval of the Information Technology (IT) department. 
	The primary user of a microcomputer is considered a custodian for the equipment. If the equipment has been damaged, lost, stolen, borrowed, or is otherwise unavailable for normal business activities, a custodian must promptly inform the IT department. Microcomputer equipment must not be moved or relocated without the knowledge and approval of the IT department. All microcomputer equipment is marked with identification, which clearly indicated it is company property. Periodic physical inventories are used to track the movement of microcomputers and related computer equipment. Users must secure notebooks and PDAs each night, either by taking these devices home, or by locking them in their desk. Employees must not bring their own computers, computer peripherals, or computer software into company facilities
	Microcomputers and related information systems equipment must not leave company premises unless approved by the IT department. Equipment owned by employees and brought into the offices must also have the IT department approval. Employees neglecting this requirement will discover that they are not able to remove their own equipment. 
Modems in office desktop microcomputers are permitted only for necessary applications. The IT department approves all exceptions; inventory notes are made of which microcomputers have modems and what they are used for. Mobile and telecommuting microcomputers are an exception to this rule. Employees and vendors must not make arrangements for, or actually complete the installation of voice or data lines with any carrier, if they have not first obtained approval from the Director of Information Technology.
	Employees must not establish electronic bulletin boards, local area networks, modem connections to existing internal networks, or other multi-user systems for communicating information without the specific approval of the IT department. This restriction includes any wireless network access devices.  This policy helps ensure that all company-networked systems have the controls needed to prevent unauthorized access.
	All company computers that store sensitive information and that are permanently or intermittently connected to internal computer networks must have a password-based access control system approved by the IT department. Regardless of the network connections, all stand-alone computers handling sensitive information must also employ an approved password-based access control systems. All other computers are to employ the screen saver protected passwords that are provided with operating systems, so that after a period of no activity the screen will show a different scene until the correct password is again entered. The Metavante products (our core service provider) are configured to logoff inactive users after a period of minutes of inactivity, with duration of time as defined by Metavante Information Security, and, as approved by the Board of Directors IT Steering Committee.
	All in-bound session connection to company computers from external networks (Internet, public dial-up lines, etc.) must be protected with an approval password access control systems. Users with personal computers connected to external networks are prohibited from leaving unattended modems turned-on while data communications software is enabled. In general terms, employees must not establish with external networks (including Internet service providers), unless the IT department has approved these connections. 

	I think the current security policies at my company are very solid. Computers are locked if not used for 5 minutes and cannot be unlocked by anyone except the person who is logged on. Employees are not allowed to download any programs to the computers; we must contact IT in order to do so. And when browsing the internet most sites are blocked so it is very limiting for employees to browse sites that are not approved by the company. Also, when bringing your own computers onto company premises you cannot get an internet connection without the approval from IT, because the internet connection is locked and only IT knows the password. I think my company has a very secure policy and employees are pretty much forced to comply because everything is either unavailable or locked and can only be accessed by contacting IT.
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	Question 1: What is your opinion of the current Dominican laptop policy? 
I  think it is smart of Dominican to use the Clean Access software because it is protecting their network. Although there is a convenience trade-off for students bringing in their own laptops, Dominican is securing their network. On my old laptop I tried to install Clean Access software and experienced problems with it, but since it wasn’t really necessary for me to use my laptop I didn’t really bother with trying to figure it out, because I usually use the computers at school anyway. But on my new laptop when I tried to open the internet, I did not experience any problems. It is outlined in Dominican’s laptop security policy that when using your own laptop on Dominican premises that you will probably have to restart your computer several times in order for everything to install and work properly. Although I think it is bothersome to go through the process, it is good that Dominican is keeping their network secure. And for me personally, it is not an inconvenience because I always use the computers on campus anyway.

Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how?
I personally wouldn’t change anything with Dominican’s current policy, but then again, I’m not too computer savvy so I’m not sure if there are other more convenient options available that would ensure that Dominican’s network remained secure.  
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	yes I agree with you that policy might not be enforced. I think the reason be hide that is because they might not want to be too strict with their employees. If I am work there, I rather to be my choice and not be enforce as well. So that I could work more comfortable and do my job anytime even when I'm at home. It decrease stressfulness at working place.
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	yes, I agree that I wouldn't mind to download clean access too if it take shorter period time. otherwise, dominican should change to use different method that faster and more convenient than clean access which it take forever.
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	Laptop use is fairly limited at my company.  Employees who complete reviews in multiple offices utilize laptops.  Other than that, most of us make use of desktop computers.  However, the laptop policy is strict due to the accessibility of confidential information.  First, laptop users are expected to keep their machines physically secure.  The laptops must undergo an annual inspection and cleaning.  Additionally, employees or IT administrators must implement anti-virus software and spyware, scan e-mail attachments prior to opening them, maintain a special sign on, refrain from using a save password feature applications, and create regular backups of data and files.
I wouldn't make any changes to our current policy because I feel my company is taking all of the necessary precautions.
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	1.)  I think the current policy is a great way to ensure network security on campus.  Requiring students to download and utilize Clean Access on outside/personal computers demonstrates Dominican's efforts to protect users against malicious code.  Although some may complain about the installation time (30 minutes or longer to install Clean Access), this seems to be a small price to pay considering the adverse effects of malicious coding on your personal computer or the campus network.
2.) No, I would not change the current policy as it protects viruses from entering and confidential information and data from leaving.  Also, I think it's important to mandate students/users to install Clean Access.  If this was optional, many would not take the time to download the software.  
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	Question Set 2: Assume you were in charge of laptop security at a medium size business. Your business is an independent insurance agency with 50 insurance agents and 8 support staff. The 50 agents take laptops to meetings with clients to present marketing materials and to immediately calculate and display Life Insurance Policy Illustrations. The agents also capture potential customer information and coverage requests so they can send the information to the insurance company's home office for premium estimates.
What laptop security polices would you put in place at the insurance agency to protect the information on the laptops and to protect your company's network from malicious code? Many agents want to install Quicken 2009 and Turbo Tax 2008 so they can use the laptops for personal finance. Would your policies allow them to do this? Provide any relevant references from your internet search. 
Because these laptops are going to be used in different meetings with clients and contain customer information, I believe we should have a formal security policy in place to protect our information and software from potential threats.  This policy would be called “Laptop Protection”. 

Laptop Protection Policy
1.)    General Management
-              A Local Laptop Manager (LLM) would be created to take overall responsibility for the management of each laptop.
2.)    Registration
-              All laptops used for Agency business should be uniquely identified and registered in the organization’s records as security-relevant items.
3.)    Accountability
-              Responsibility for the security of registered laptops and their data should be assigned to individuals and tracked alongside the employment status of those individuals. 
4.)    Security Accreditation
-              The local IT Security manager or equivalent should regularly review the laptop’s systems to ensure it meets the necessary requirements and that the residual level of risk is acceptable. 
5.)    Data Storage
-              Sensitive data stored on the laptop should be kept to a minimum to reduce risk.

This policy would allow agents to install Quicken 2009 and Turbo Tax 2008, but the uses would be limited because laptops would be monitored by LLM.
 
Source:
https://www.igt.connectingforhealth.nhs.uk/WhatsNewDocuments/Exemplar%20Laptop%20Security%20Policy.doc
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	Currently the company I work for is a small organization and is not overly worried about laptop or security protection. Anyone can bring their laptops or personal devices into the office and use the free WiFi whenever they want. The personal device policies can definitely be enhanced for security purposes.

The laptop polices include the following:

VPN access to lotus notes server for secure mail access
Required laptop rests every three months that include alphanumeric characters as well at a minimum of 7 characters that can not be derived from the previous three passwords. These passwords are for windows sign in, lotus notes sign in, and extranet website sign in
Windows updates must be applied within one week of issue from the main office. Laptops will not load windows or sign into VPN/extranet without these required updates 
No personal software or documents are allow to reside on the laptop’s hard-drive.
Antivirus must be on and up to date
Window’s screen saver must be turned on and also be password protected.
There is also a password protected power-up 
Only approved web-browser can be use/installed on the laptops. All of these browsers are special versions created specifically for company with their own customer security protocols. 

For a position that is remote access and without an office the polices provide the flexibility needed for outside sales, but security polices strict enough to provide fewer security breaches from both a virus standpoint and hacker standpoint.

A few loop holes to exist in that you are able to hook up thumb drives or other external storage sources which can execute programs which may contain viruses or crack passwords. If I were to revise security protocol I would absolutely remove all drives for external USB storage devises and block any outside executable files from opening through a more secure firewall.
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	Question 1: What is your opinion of the current Dominican laptop policy?

In my opinion, Dominican has an effective laptop policy.  Clean Access protects Dominican’s network form malicious software and other unauthorized computer access.  By forcing individuals with laptops to download the Clean Access software in order to use Dominican’s network, not only protects their network from harmful viruses your laptop my have, but it also allows you to protect your laptop with the latest windows upgrades and security software.  It’s a win – win in any case.

Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how? 
If I were in charge of Dominican’s IT, I would look at how other universities and educational institutions were protecting their software.  Contact those IT departments and other outside consultants to assist me in developing the best IT policy for Dominican.
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	Sarah, thanks for including the link to your primary source of research (http://labmice.techtarget.com/articles/laptopsecurity.htm).  This looks like a great resource that provides extensive information on laptop protection-both physically and for data security.  I really like the ideas you suggested including: disabling the guest account, renaming the administrator account, and creating a dummy administrator.  These are all little things that would not take long to implement but are proactive measures to secure information.
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	Good point about the potential threat the temporary access feature could bring to campus.  I didn't think of the possible harm it could cause.  In Dominican trying to accommodate users who experience difficulty installing the Clean Access software, they are inviting the opportunity for malicious coding to occur. 
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	Q1) My previous workplace operates exporting canned food. Most of the employees have their own PC at their station, some was provided laptops. We use SAP in order to access to our customer profiles, order details, and process. Workers require password to log in, each department has different passwords in order to see information in SAP which are necessary to their work, and different password let employees to access to different level or part of the profile. Regarding our personal computer, we communicate mostly via e-mail using MS outlook. Each week we’ve been asked to review and delete unnecessary messages. Every month we have to scan for virus and process disk configuration. We were blocked to some website such as hi5 (like facebook for Thai people). We can access to our e-mail account outside company via webmail but some files attached with mails can’t be loaded. 

Q2) If I were in charge I would not allow agents to install program for their personnel reason. First of all it will consume hard drive and make other necessary operations run slower. Second company property, laptop, explores to more chance of getting virus. Third, they will mix up work time and personal. I would recommend monthly check on each laptop. Also, rate departments which come out with the good to bad monthly check results. 
http://www.jobbankusa.com/news/employment_careers/employees_dont_understand_computer_use_at_work.html
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	I think DU laptop policy is not quit user friendly. I used to bring my laptop to library and tried to access to internet. I had to download Clean Access Agent, I did and tried to login using username and password but still the page went back to request to download Clean Access again. I was confused and asked someone in library if he can help. He helped me try but it still did not work so I went to the librarian. She tried to help but still did not work either. I did not call IT because it was so late at night.After I spent about 30-40 minutes and it still did not work so I gave up.

I would find some other ways to make it more user friendly to use laptop at DU. I read Sean’s answer before and I agree with him that look at what other universities do should be a good idea.
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	Question Set 1:

I have just received my work laptop this past week. This laptop allows me to access my company's network, including all programs, meaning I can work from any internet enabled location.

I don't have all the specific details on the exact security policies (will get that once I return to work), but there are two security procedures in place.

The first is a user name and password once the laptop is turned on. Each incorrect entry causes the laptop to pause before the next attempt can be made. The length of time between each error increases exponentially. The first error pauses the screen for 5 seconds, then 30 seconds, 1 minute, 3 minute, etc, etc, etc. 

Aside from knowing the correct user name and password, the only other person that could bypass the log in screen is a member from the IT department, and you must bring the laptop to the IT department. This way my company's IT is able to physically see the laptop and the user who is having difficulties logging on.

Once I have logged in, I have access to all the files that have been saved to the network since the last time the laptop was connected online to the network. 

In order to actually do my work (and use programs that are linked to the network), I need to connect online. This is done using a token that is issued to each individual user. The password on this token changes every minute, and if I lose this token, I cannot log in.

So these two security measures are, as far as I can tell, sufficient. I will follow up with more information as I find it.
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	(1) it is great that DU students are able to download a free copy of Norton Anti-virus. All computer users should have some form of an anti-virus program. At the bare minimum it is worth the monetary investment.

(2) the clean access agent is basically checking the user's laptop for things that a well-informed, and safety minded, user would go through. the clean access agent makes sure that your laptop is free of any possible virus (that are known up to that point).

(3) Dominican's laptop policy is great. As stated above, the clean access agent goes through the steps of checking for potential viruses. 

(4) I am okay with the current policy, and have no problem with the 30 minute install time on some laptop. This is the price to pay for convenience and security. There are many desktops in the library and around campus that students can use, without going through the clean access agent. Additionally, there is a network drive for each student to store their data, which saves them space on their own personal laptops.
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	Question Set 1: Describe the laptop use and security policies where you work. Do they provide the appropriate level of security? How would you change the current polices?

Due to the fact that I work at a single branch, private community bank there is a major focus on securing the confidential information provided to us by our clients. Our IT security policies are detailed an heavily enforced to ensure the safety of our customers information. The laptop use and security policy in my organization is very strict. Nobody outside of the executive team can own or operate a laptop that is linked to our organizations servers. The only other individuals that are allowed to access our organizations servers (for a relatively short period of time) are federal/state examiners and auditors.

The executive team member that decides to have a laptop linked to our company’s server has to first and foremost sit through a theft prevention training program. This program teaches the individual how to prevent theft and protect the laptop at all times. Secondly, our IT personnel implement a secure password policy in an effort to increase the difficulty of an individual logging on to a stolen laptop. Next, our IT personnel have measures in place to only allow restricted access to certain programs when the laptop is connected off-site. This restricts access to the confidential information that is stored on the laptop. Finally, all of the information stored on the laptop is encrypted and can be backed-up and wiped-out at any point in time.
I believe that our organization does provide an adequate level of security within our laptop use policy. I have not seen anyone other than our CEO actually own and operate a laptop that is linked to our company’s servers. This helps mitigate the risk of potentially losing pertinent information. 

Due to our size, I would leave the laptop use and security policy as is. As our organization grows, the laptop use and security policy has to be revisited for any updates and changes that would allow other personnel to safely own and operate a laptop within the organization.
	

	[image: Post reply]






		Forum: Week 5 Discussions - Laptop Security - Closed
	Times Read: 9 

	Date: Sun Feb 15 2009 14:19

	Author: Georgikos, Stavros  <SGEORGIKOS@LIVE.COM>

	Subject: Re: W5D2 - Dominican Clean Access

	[image: Remove]

	
	

	Question 1: What is your opinion of the current Dominican laptop policy? 

The current Dominican laptop policy is just fine. I have brought in my own personal laptop many times and found the clean access security software to not be an inconvenience. As a student, I wouldn’t even mind if it were an inconvenience because that assures me that strangers off the street can’t just come into the school and access confidential information. This puts my mind at ease every time I provide Dominican with information such as social security number, address, checking account number, etc. 

Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how? 

I would not change the current policy. The current policy that is in place assures that the individuals laptop is up to date up-to-date with its antivirus software. Next, it checks that the Automatic Updates feature is enabled in Windows. Finally, it determines if service packs and critical updates need to be installed. I find this to be a luxury if people do not have McAfee of Norton’s software (which usually provides you with the aforementioned services). Aside from that I have not seen Dominican incur any breaches within their IT security software. This guaruntees me that Dominican is on top of their laptop use and security policy.
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	Assume you were in charge of laptop security at a medium size business. Your business is an independent insurance agency with 50 insurance agents and 8 support staff. The 50 agents take laptops to meetings with clients to present marketing materials and to immediately calculate and display Life Insurance Policy Illustrations. The agents also capture potential customer information and coverage requests so they can send the information to the insurance company's home office for premium estimates.



If I was in charge of a laptop security at a medium size business I would make use of the Yoggie Management Security Systems. (http://www.yoggie.com/corporate_users.shtml)This system is installed in the IT server room at the business. Because this business requires mobility from its employees, this system is probably the best fit. It allows for easy policy settings and Yoggie does not allow connection to the internet without the security server. In this company, I don't believe that the policies should allow people to use software such as Quicken and TurboTax because it risks fraud since the business utilizes personal information from it's customers.

Just some basic information on Yoggie:
Yoggie equips the roaming workforce with the same level of security as inside the corporate network. The advantages of the robust enterprise security gateway is packed into a easy-to-carry, miniaturized personal security server that connects to the laptop via USB and packed with 13 different security software solutions including Firewall, VPN, IDS/IPS, Anti-Virus, Anti-Spam, and more. Yoggie fulfills the IT Manager’s desire to have full control of the roaming user’s security and to equip them with unmatched defenses that secure the actual laptop and also protect the corporate network.
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	Question 1: What is your opinion of the current Dominican laptop policy?

I don't think that Dominican has that bad of a laptop policy. While I think that it might be a overly busy (step wise) process I do think that having to sign into the EZproxy before gaining access to the internet is a smart idea in order to protect the school from the many different viruses that are out there. 


Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how? 

From what I've learned about the Dominican Clean Access policy, I think that is seems a little bit more difficult to operate than it needs to be. If possible, I would switch to another program that would ensure ease in operation. However, I don't know much about these kind of systems and before I made any decision, I would need to research other systems.
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	yeah I think the laptop policy is really depends on the company and what kind of job. Each company might have different method to control over it. So far i think as long as the company could keep their safety and keep their employees cooperated then, they might not need the change.
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	Yeah I think you got same experience with me. I know how that feel. well, as least only take you half hour. I didn't have a good impression of using my laptop at dominican either. I gave up as well and I feel that is a huge waste of time. I rather never bring my laptop here if I know that it won't be working. I guess now IT should really consider new policy after hearing student complain.
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	There are not many people who have access to a laptop at the bank I work at due to the security risk of having customer data compromised. There is a large chain of command that must approve anyone who will get one and you must have a very good reason.

For those who do get a laptop, the must sign that it is bank property and therefore must be surrendered should employment cease. The document also states that the laptop is to be used for business purposes only. If it is broken or lost, this must be reported immediately. It will not allow you to put any software on that is not already there and automatically backs up to our main system.

The biggest problem I see is that if for some reason the laptop is truly lost, there is not way to track where it is. AbsoluteSoftware (www.absolute.com) provides not only a tracking service, but also allows you to delete the information on the computer from anywhere.
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	1. My opinion of the current Dominican laptop policy is that it is difficult as I have tried to follow the steps to install Clean Access, and do not have enough patience to wait. Personally, I would rather sign on to a computer in the school as I do not have a great need to be able to access the internet from my laptop while at school. 

2. I completely understand the current policy, and even though I believe it is cumbersome on the person attempting to install Clean Access, I would still require it in order to protect the university. The one thing I would change is to somehow make it easier for those who are not computer savvy to install and troubleshoot Clean Access. I would accomplish this by making the process more user friendly, and establishing mini-help sessions at the beginning of each semester.
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	Question Set 2:

Laptops are becoming status quo in corporate America. Despite the ease and mobility they offer, the danger of laptop theft can have a colossal impact on an organization. One of the most important risks is the loss of sensitive customer data, especially in the case of our medium-sized independent insurance agency. The need to implement effective laptop security measures is urgent. Our insurance agency does not want to experience that GMAC Insurance had in 2004…they sent 200,000 customers that a “random theft” of laptops from a locked vehicle made them vulnerable to identity theft. These laptops countained customers’ names, addresses, date of birth, SSN, credit scores, marital status and gender. Data on the stolen laptops was password-protected, but NOT encrypted. Pfizer also suffered from a data breach (including SSN), resulting from an employee installing unauthorized file sharing software onto a laptop. 

If I were in charge of laptop security at this particular insurance agency, I would implement the following security software:

I would choose to use Alcatel-Lucent’s OmniAccess 3500 Nonstop Laptop Guardian as our laptop security platform. This laptop security product is award-winning, receiving the 2008 bronze medal in the security category by Windows IT Pro Magazine. OmniAccess3500 leverages the 3G communication network, enabling laptop management anywhere, at any time – even when the laptop is turned off. Data remains secure at all times, even if a laptop is lost or stolen. It is recognized for its ability to address critical security needs in small to medium sized businesses. Additional benefits of OmniAccess3500 are summarized as follows: (1) 24/7 visibility and control through independent, trusted and verifiable platform; (2) Reduce liability of lost/stolen laptops through an independent, trusted and verifiable platform; (3) Reduce liability of lost or stolen laptops with remote backup, wipe and kill capabilities – the “remote kill” command remotely deletes the cryptographic keys stored on the card, disables the smart card and forces a reboot…the reboot will fail and the data will remain encrypted and secured; (4) Improve business continuity with real-time responses to virus and worm threats; (5) increase productivity and compliance through off-hours patch downloads and backups; (6) Secure communications over the enterprise VPN with no additional software required on the computer Additional information on OmniAccess3500 can be found at http://www1.alcatel-lucent.com 

I would couple the OmniAccess3500 security software with McAfee’s Safe Boot Full Disk Encryption. Implementing this control is necessary to prevent unauthorized data access on the agency’s laptops. McAfee uses “strong access control with pre-boot authentication and government certified algorithms to encrypt data.” It allows the administrator to define the limits and contents of certain folders , idenfities the types to be encrypted, and grants access rights to particular files/folders. Further information on McAfee ‘s Data Protection solution can be found at http://www.mcafee.com/us/about/corporate/mcafee_looking_for_safeboot.html 
        
Add’l sources: 

http://www.informationweek.com/982/datatheft.htm
http://www.pressreleasepoint.com/revolutionary-laptop-security-and-management-product-receives-bronze-award-emerging-technology
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	I completely agree that if a policy is not enforced then it is not doing the company any good from protecting it from vulnerabilities. It is one thing to say what you are going to do and outline what should be done, but if actions aren’t taken and the policy isn’t enforced then nothing is being done to protect the network. There is no point to say one thing and then to do another. Although the policies may outline the importance of the security guidelines, if it is not enforced then what is the point of even having it.
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	Amanda, I really like the idea of using the security system that Concordia uses. I think it is a really good idea to have the three different networks, because like you said it is very user friendly but still protects Concordia's network. I think it would be very beneficial for Dominican to consider adopting their policy.
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	As a member of the Dominican University IT staff, we are constantly mindful of network and user security. That said, our team is constantly coming up with ways to increase user flexibility while not compromising our network capabilities. 

After reading the Clean Access policy and reflecting on our current laptop and business security practices, I feel we do well as a small institution, with room to grow. With regards to Clean Access, this popular program appears to fit well with our limited resources. I conducted brief research on one of our peer institutions, Lewis University. In comparing the acceptable use policy of both Dominican and Lewis, I found many similarities. Items such as online conduct, email restrictions, and the use of Clean Access to ensure computer safety are synonymous across both institutions. From a practical sense, I see the benefits Clean Access and have assisted students with both installation and initial use. The IT department works hard to educate the community regarding the need for a secure, reliable network. As Laudon states, “technology provides the foundation, but in the absence of intelligent management policies, even the best technology can easily be defeated” (Laudon, 2006, pg. 330).

Within my role in Information Technology, I would have two key issues in mind in approaching the Dominican University laptop and network security policy for students, faculty and staff. The first thing I would focus on would be continued education on issues relating to internet safety. In our recent phishing incident, many users were unaware that the IT department would never ask for a username and password via email. Though many in our department thought this fact was obvious, it occurred to me that constant, on-going education on DU IT policies and the latest trends in information technology safety is necessary for our community. Though we can never eliminate the human factor of technology, education and training can decrease the possibility of a security breach. Secondly, I would constantly benchmark our policies against those of our peer and aspirant institutions. Since the universities publicly publish their acceptable usage policies, I would assign the task of benchmarking to the network security staff to ensure that we are keeping up with our competition.
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	Wow. Your experience with Clean Access is eye-opening. Not knowing whether you can get on the internet in the morning, or how long it will take, is simply preposterous. I cannot even imagine the frustration that you encountered going through all those hoops, just to do a job that accredited antivirus and spyware software can do. Furthermore, I have read on other posts that they would also just avoid bringing/using their laptops on campus. If this is the student perception, than Dominican seems to be moving in the opposite direction of technology trends. While the rest of the world is going wireless, accessing the Internet and getting things done at Dominican is easier done through the physical cable. Doesn't this seem backwards? 

Sarah, you have also made a good point in recognizing that the complaints and troubleshooting inquiries eats up time of the IT department. By doing so, they are less productive and valuable to Dominican since they are responding to such connection requests. They should be spending their time figuring out a more efficient alternative!
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	Question 2:Assume you were in charge of laptop security at a medium size business. Your business is an independent insurance agency with 50 insurance agents and 8 support staff. The 50 agents take laptops to meetings with clients to present marketing materials and to immediately calculate and display Life Insurance Policy Illustrations. The agents also capture potential customer information and coverage requests so they can send the information to the insurance company's home office for premium estimates.

What laptop security polices would you put in place at the insurance agency to protect the information on the laptops and to protect your company's network from malicious code? Many agents want to install Quicken 2009 and Turbo Tax 2008 so they can use the laptops for personal finance. Would your policies allow them to do this? Provide any relevant references from your internet search. 

I would implement the Beachhead Security Solutions at the insurance agency to protect the information on the laptops. This solution provides encryption, data destruction in order to eliminate risk and protect the customers private information, as well as backup. This system provides an inexpensive yet dependable method for control and security for the laptops. Additional information can be found at: http://www.beachheadsolutions.com/
With the utilization of this new system, I would not allow the employees at the agency to use programs like TurboTax or Quicken because I wouldn't want to risk releasing valuable and private customer information.
	

	[image: Post reply]






		Forum: Week 5 Discussions - Laptop Security - Closed
	Times Read: 15 

	Date: Sun Feb 15 2009 21:47

	Author: Nowak, Robert J <nowarobe@dom.edu>

	Subject: Re: W5D2 - Dominican Clean Access

	[image: Remove]

	
	

	Question 1: What is your opinion of the current Dominican laptop policy? 

Overall, I think Dominican's laptop policy is not complex and it is legitimate for the university to ask students to download Clean Access onto their laptops in order to protect the entire university system.

Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how? 

In order to answer this question, I would need to find more information and learn more about the actual Clean Access system as well as any others that I may think of switching to. I would want to make sure that Dominican has the most effective system for protection. If there is another program that would enhance the security, then I would change the policy.
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	At Dominican University, we have an evolving system of laptop security and usage throughout our system. Within the last year, our policies and security practices have firmed and include several safeguards to ensure that past and future security breaches are minimized, if not eliminated from university business practice. As a general rule, the needs of an employee are met on a case-by-case basis to determine what level of security is necessary with regard to mobile computing and external network access. Speaking from my own level of work, I have access to our VPN and can work remotely if the need was to present. To display our commitment to security, as an IT staff member I was interviewed by both the Assistant Director and Director of Information Technology determine the level of VPN access I needed to function in my job. I was asked to fill out several forms and also periodically check with my supervisors regarding my external usage of the network. As an employee, I am glad these safeguards are in place and willingly comply with any security-related requests asked of me. 

After reviewing our Information Technology policies, I was struck by the statement, “the ability to access a file or information does not imply permission to do so” (pg. 10). As an analyst, I need access to all levels of our ERP system to accurately create reports for departments. That being said, just because I have access to private information, it does not mean that I need to use it or should for that matter. Any information requests are time and user stamped so complete transparency in my queries is evident to the network administrator. I feel with this safeguard in place, I could and would justify any queries for reports. This, among other items, is another safeguard for information security.
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	Assuming I had a medium sized business for which I was to create a laptop policy (as in the example), I would definitely struggle with the use of client information on the laptops. I think that is likely the most crucial. With the example presented of an insurance agency, I could see possible policy options, sales pitches, and FAQ's being accessible is important, but I think storing anything locally to a laptop that is client specific or company specific (financials above all) would not included. I think to come extend, laptops are a lot like taking files home with you...if you love original data on a client, that is extremely dangerous. However, using a laptop to access information from a webpage with a log-in for example, or a terminal server with passwords would seem more reasonable.

As for work computers for personal finance, I would not permit that in my policy. If a work laptop is lost with financial information of the employee, it would be a very dangerous loss for that employee, but also a gray liability area that I would want to avoid.
	

	[image: Post reply]






		Forum: Week 5 Discussions - Laptop Security - Closed
	Times Read: 14 

	Date: Sun Feb 15 2009 22:17

	Author: Jackson, Laura  <ljackson@dom.edu>

	Subject: Re: W5D2 - Dominican Clean Access

	[image: Remove]

	
	

	I am comfortable with the Dominican Clean Access policy. I think it's a challenge to connect to a network and risk making that entire community more vulnerable based on the security of one remote piece of equipment. 

I agree that it is somewhat inconvenient for individuals to run Clean Access in order to log on to Dominican. But, I think the precaution far outweighs the risks of anyone bringing any piece of laptop in and making bad decisions without some sort of quality assurance hurdle. I don't think I would change this policy. I understand it's purpose and I support it.
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	If you were to change the Information Technology security at Dominican, would you change the current policy and if so how? I agree with Rob that in order to answer this question fully, more information is needed and further information about the Clean Access system is needed. I would want to make sure that Dominican has the most effective system for protection. Further research would have to be conducted on other Universities and the security they have implemented to secure their assets. Comparing and contrasting other security software’s and the benefits and problems that each presents at the different Universities would give me a better understanding what will help protect Dominican University.
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	I approve of the Dominican laptop policy. I think it is essential to take the standard measures to help ensure members of the Dominican community that their personal laptops/portable devices will not be negatively affected by using Dominican’s web services. I think the current policy of having to download and register for Clean Access with a valid license number helps to keep all of the university member’s information safe against people who want to spread viruses, bugs, and other ill-willed wrong-doings to their hardware, software, and files. This policy allows students, faculty, and staff to enjoy the freedom of working on their personal devices and possibly saving files to their university storage (N-drives) without having to constantly be worrying if their information and possessions are safe. If the university did not hold these semi-strict policies for personal devices, a hacker could find it much easier to jeopardize very sensitive and important information including community member’s social security numbers, account and bank numbers, and other personal information. The Dominican IT center is usually very accommodating with making appointments, walk-ins, and other forms of help with installing and troubleshooting Clean Access. This half hour process is an easy step in helping to ensure the user’s personal tangible and intangible possessions are safe and protected from possible damages (monetary and other) from these threats while using the Dominican WiFi. 
I installed Clean Access when I started Dominican U as a resident back in 2004 and it has not given me trouble. I feel reassured that my work while at Dominican is safe. The IT center has always been as accommodating as possible with my Clean Access issues. As a resident at Dominican I wanted to be able to download music and other entertainment files which was blocked because of security purposes. As a current commuter this does not hold as strongly true as it did a year ago. I understand that there are possible extended dangers with downloading certain files which is one of the reasons why it is not allowed through the Dominican network. Looking back, not being able to download music and other files was a small price to pay for security. This being said, I don’t think I would change a thing.
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	Laptop security is certainly for a company with traveling field agents. I found the IRS Laptop Computer Security Policy, and believe that it is very thorough. Many of the regulations I would put in place emulate those used by the IRS.
Firstly, I all sensitive and personally identifiable data should be encrypted. Along with that, the IRS requires all data that may be used outside of IRS facilities to be encrypted in another additional format. I would use this same technique for the data field agents acquire and use while outside of the office. Lastly, all laptop computers will have enterprise disk encryption.
In addition to encryption of data, laptops should be physically secured at all times with a locking cable. Also, user will not be allowed to connect any non-company devices to the laptop (ie: printers, USB drives, etc.). Permissions to install personally owned software would not be allowed.
Finally, I would also be concerned with the safety of laptops that have been taken out of use. There could still be valuable information on these computers. I would create procedures to make sure these device's hard drives were clear of all sensitive information.
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	The current laptop policy seems very thorough to me. I wonder a bit about the level of security associated with the temporary access. I'm not sure if that level of access is limited in the ability to access school resources. From my perspective, Clean Access is a very user-friendly security barrier. However, I am a Mac user, and don't have to download software at all. I have a feeling that the experience is not quite as simple for Windows users (as in most things with windows).
From my perspective, there is not anything associated with the Clean Access security that I would change. However, from reading some of my fellow students' responses, its apparent that the system is very unfriendly to users, so I would look into trying to make the process simpler for all operating systems to use.
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	The essential of having laptop depends on the job. In your case, I agree that laptop might not be necessary to the workers, unless communicating with headquarter. Also you are right that if workers are allowed to surf on internet at work, it might be a huge distraction.
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	It seems that many of us are having or had faced the same situation 'not user frindly' cleaning agent. I agree that we should concern on the people who are not familiar to the computer process too and training is also a good idea.
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	I agree with Rob that I would not allow the employees at the agency to use programs like TurboTax or Quicken because I wouldn't want to risk releasing valuable and private customer information. Looking at this dilemma from the other point of view, the employees should not use company computers since it can potentially dictate their employment. Researching this topic further, from http://email.about.com/od/staysecureandprivate/qt/et_private_work.htm, in 2005, 1 out of every 4 U.S. companies cancelled employment contracts for misusing email. Employers can get into costly trouble over email, including private messages sent by employees using company computers and network. Overall, I believe if a company and an employee want to protect themselves, they both should restrain from using personal information in the work place.
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	I like your find of the Beachhead Security Solution package. This offers a secure, convenient solution that integrates encryption software, data destruction and a backup all in one. When a laptop is lost or stolen, the data is automatically eliminated, which will reduce the vulnerability of sensitive customer data. Looking at the website and other articles regarding Beachhead Solutions, this software package is specifically used in banks, insurance companies and medical institutions, who are primary "custodians for confidential data." An important, unique feature of Beachhead software is its protection of important information when other security systems fail due to common user behavior: (1) password/token left with stolen computer; (2)computer left on/or on standby when stolen; (3) data not eliminated from contractor's computer after engagement. When looking at what organization's and institutions were using this software, I found that one of the 100 largest public accounting firms in America (Mohler, Nixon & Williams) uses Beachhead Software. I began to wonder if this security software too much for our medium sized company?
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	I'm surprised that your company provided you with the laptop before reviewing all policies and procedures.  This points to another aspect of business- management.  I would think that best practice would be to inform staff of all expectations and policies before distributing the laptops.  This way you are aware of the guidelines and procedures from day 1. 
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	Question 1: What is your opinion of the current Dominican laptop policy?

On the surface, Dominican’s laptop policy seems like an easy, preventative safety measure for its network. Just as corporations are affected by security breaches, colleges and universities are quite vulnerable to security breaches and viruses. As an undergraduate, I spent a lot of time on the internet doing research, listening to music, going on Facebook, checking email etc…This leaves open a wide opportunity for downloading items that may not only leave the personal student’s files vulnerable, but the whole Dominican network. Professor Miller mentioned the email attack, and the Dominican myDU page also posted on this security issue. It is important that Dominican has some security measure to reduce the risk of these attacks. 

I did not attend Dominican as an undergraduate, and do not have first-hand experience using Clean-Access. However, as I read posts of those that have, it simply seems like a nuisance. I would be quite aggravated to have to wake up in the morning, not knowing whether I will be able to get on the internet or not. Usually, a student can wake up before class, have enough time to get on the internet and print out a paper. However, Clean Access does not guarantee success at this easy task, or provide any ease. Or, perhaps I get home from work at 11 PM and need to read any article online…but what if I can’t get my logon verification right, and can’t contact IT at that point? Or, perhaps I get kicked off the internet at 2 AM every night, or the frequent scans slows down my computer? These compromises seem unnecessary...

Question 2: If you were in charge of IT at Dominican would you change the current policy, and if so, how?

I agree with the role that CleanAccess provides to Dominican, and the services that it provides. Student and faculty laptops need to have updated virus software installed to ensure protection, and be notified if critical updates need to be installed. However, something needs to be done to improve to make it more convenient and user friendly. In the short run, I wouldn’t eliminate the use of Clean Access yet, since it cannot be eliminated overnight. Since it is obvious from internet findings that other universities encounter the same problems, perhaps I could contact them and see if they discovered any solutions to the problems. Nonetheless, I would begin to research different alternatives, and the success of other systems implemented at colleges and universities. This seems necessary even though converting to a different security system will take a lot of research, comparison and time. It is a long term project.
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	I can understand your frustration with the network connection inconsistencies.  Fortunately, I've not experienced this because other than attending classes, I'm rarely on campus.  
However, I really liked your point referring to the negative implications this also has on the IT department.  Their use of time battling frustrated students simply trying to connect to the network demonstrates an inefficiency of Clean Access.
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	Sarah,
I think you bring up an excellent point. Much of this discussion has focused on protecting the information on the laptops rather than the laptops themselves. Laptop theft is increasing so it is important to protect the physical equipment because, as you stated, a lost laptop could also mean lost information if that information isn't properly backed up. It can also be the easiest way for a thief to gain access to confidential business information if that information isn't properly protected on the laptop itself.

I think the resources that you found were excellent as well.
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	I've never had an experience with the Dominican IT staff so I can't comment on Chantel's observations regarding appointment and walk-ins. However, I will say that the need for that flexibility shows just how problematic Clean Access can be. I, like many people, commute to campus. I don't have much need for wireless access while I am there as I tend to use the campus computers so I don't have to haul my laptop around and risk it being lost or stolen. However, the few times that I have wanted to use it, I have had trouble with Clean Access and have not had the time to go to the IT department (I'm not even sure where they are located) and have them troubleshoot it for me. I also didn't really have the half hour necessary just to try to get it up and running.

I agree that protecting the network is important not just from a university standpoint, but also from an end user standpoint, but there has to be a better way.

I also find it somewhat ironic that one has to download Clean Access to their personal computer but that download prevents them from downloading other items they wish to have; be it music or other software. I don't really think it's Dominican's place to tell me what I can and cannot download, especially after insisting I download their software.
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	Question 1: What is your opinion of the current Dominican laptop policy?
I believe Dominican has taken precautions to protect its network by introducing Clean Access in its laptop policy.  It prevents infected and vulnerable machines joining the school network.  It validates that laptop connecting to the school network meets the minimum security standards.  
However I had problems many times using Clean Access at school.  For an example I had to reinstall it many times within few days and each time I had to restart it several times.  And most of the times I had to contact IT department.  Finally I stopped using my laptop at school and started using the computers at school.  
Overall I believe Dominican is doing its best by taking precautions to protect the school network from infected and vulnerable machines.  But I think Dominican could make its laptop policy more effective if it could avoid those operating problems.   
(http://resnet.uci.edu/cca_faq.asp) , (http://it.jhu.edu/networking/wireless/cleanaccess.html)
Question 2: If you were in charge of Information Technology at Dominican would you change the current policy and if so how? 
Even though sometimes Clean Access has operating problems such as need of reinstalling and restarting several times, I will still continue to use the same laptop policy.  Because it protects school network from infected and vulnerable machines joining the network which gives harmful viruses and malware to the school network.  
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	Your work policy seems as if it covers most aspects of security protection. The policy seems reasonable with work laptops. It is nice to have an IT department that is readily available to the employees so that in case of any type of hardware/software emergency or basic questions they are there to help. This availability helps employees know what is safe to download and work on and what might be more risky. The issue of the policy not being enforced is however detrimental to the efforts to keep the university information and personal information safe. It seems like a waste of time and money to create a security system and not enforce it. This is a huge risk the university is taking.

My work does not have any policies for personal laptops or an IT department. If employees wish to bring their personal devices we must do so at our own risk. An IT department or outsourced team would be great to have around the office to help with not only security but also other IT problems that arise. The only person who has work-related laptops is the head of the company. If we do bring our laptops to work we are unable to access any server information or work-related files and therefore I do not believe the business is jeopardized, only personal information. We are able to bring and share thumb drives, iPods, and other devices.
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	I also work in an insurance agent?s office so I understand the need to keep clients personal information extremely secure. My boss however seems to be stuck in the old ways of keeping most of the client?s personal information in paper files, not electronic. I guess in terms of computer security this is a benefit; however, it is a major pain in every other aspect. The physical files can always be jeopardized through other ways. Your company seems to be much different, especially in terms of size compared to mine. This is probably a major reason for your extensive technology security policies. If my organization ever grew and the insurance agent ever wanted all files to be stored electronically in the future, I am sure that there would be some type of policy enforced to keep information secure. I would insist on encryption in my organization to secure data also as well as all the other ?no brain-er? suggestions like never check laptops in luggage, screen savers, passwords changes, etc.
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	Like I said in my initial response, one?s opinion about the convenience of installing Clean Access depends on how often that person will use it. In my case as a resident undergraduate freshman, I was forced to install it. It did not seem like a big deal when I did so because I dropped my laptop off in the IT department overnight, picked it up the next morning and I was pretty much set for the next 3 years of living there. As a commuter, the installation process can be tiresome if the student doesn't?t plan on using their portable device on-campus often. It is personal opinion. I do think the benefit of having Clean Access outweighs the couple of hour inconvenience not only for the university but also the personal user. I like Concordia?s methodology of having three different networks in order to reduce the likelihood of hackers, bugs, and/or viruses entering important systems and jeopardizing information. It also makes internet access convenient for students and guests. This system seems more complicated than Dominican?s but worth it.
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	1. I think that Domincans security policy is a good one.  It ensures that the schools system is not harmed by viruses that may be effecting a users laptop.  Although going through the process of connecting to Dominicans system is a bit tedious, I think its worth the effort to protect the schools systems and allow the continued use to the students.  
2. If I were in charge of the IT department at Dominican I would not change the policy in place.  Many educational institutions that provide internet access to thier students use the Clean Access system.  Institutions that allow for students to gain internet access take a risk every time a student logs on so I think the inconvenience that comes with downloading the clean access program is a small price to pay for the privilege of having access to the internet on campus.
	

	[image: Post reply]






		Forum: Week 5 Discussions - Laptop Security - Closed
	Times Read: 12 

	Date: Mon Feb 16 2009 12:57

	Author: Guglielmi, Chantel  <guglchan@dom.edu>

	Subject: Re: W5D2 - Dominican Clean Access

	[image: Remove]

	
	

	I also enjoy how Clean Access confirms that my antivirus software is installed and everything else is up to date. It gives me a sense of peace whenever I log onto the internet from school. It is one of those things that I always want there but would never remember to check or update myself. It gives me one less thing to worry about when logging onto the internet. I don’t think that other students (especially undergraduates) are aware or care about the dangers that could be encountered by not updating security components. This adds to the reason of why I approve of Dominican using Clean Access. I don’t think that the software is difficult to operate or excessively time consuming. I think if it is protecting all the information properly and to the greatest extent the University’s information needs to be protected, I don’t see a reason to change to a different source of protection.
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	Question 1: At Housing and Urban Development laptops are assigned to approved telecommuters.  The laptops are configured with HUDs standard office system software and office automation software.  This allows the telecommuter access to HUDs email system, virus scanning software, and HUDs intranet/internet.  All of the laptops are preconfigured by HUDs IT department.  All telecommuters are provided with a basic training guide.  Telecommuters are told that the equipment is to be used for government business only.  The employee can't install any pier to pier software onto the laptops.  The employee also can not download any of HUDs software onto personal computers.  The employee is responsible for the equipment and can't alter it in any way.  http://www.hud.gov/offices/admin/jobs/telework/telwork4.cfm.
I feel that HUD provides an appropriate level of security.  They provide antivirus software and install all necessary programs prior to issuing the laptop to the telecommuter.  HUD also provides the telecommuters with training on the proper use of the systems.  Therefore, unless the policy proves to be a problem, I do not think that I would change anything. 
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	Question 1 - Describe the laptop use and security policies where you work. Do they provide the appropriate level of security? How would you change the current polices? Provide any relevant references.
All the laptops issued for employees are the property of the company.  Each employee is responsible for the information stored on it.  Upon allocation of a laptop, each employee is required to sign a laptop issuance agreement stating that they agree to comply with the policy and procedures.  
Laptops need to be used only for office work and should not use it for personal or commercial use.  Also employees are not allowed to share the laptops with the other employees or with the family or friends.  The company has right to inspect and copy all information that employees create, receive, or maintain on the laptop.  This includes any email messages that employees send or receive and any web sites they visit.  The company has access to read all the internet activity including private web based email that stored on the laptop’s hard drive.  
Employees need to comply with the requests of the IT department to have security related repairs, inspections and anti-virus updates.  The laptops must up to date with the latest anti-virus updates and patches.  Unless permitted by the IT department employees have no right to install third party software or to alter the configuration of the laptops.  IT department can delete any software such as software downloaded from the internet, software brought from home that is not installed or authorized by the company.     
Employees are not allowed to disclose their passwords with any other employees of the company.   Further employees are advised not to store passwords and login information in the system to protect information from hackers.  
All the employees who had been issued laptops are responsible for regularly backing-up their data because data stored on the laptop’s hard drive (c drive) is not automatically backed up.  If employees need any help in backing-up their data, IT department is always there to help them. 
Any confidential information stored on the laptop need to be encrypted in a secure file or volume when it’s not in use.  Employees who use office laptops need to be comply with privacy & security training they received, applicable data protection policies & procedures, and laws & regulations in using and disclosing confidential information.    
Employees should log off or lock the work station (by pressing Ctrl+Alt+Delete) whenever they walk away from the systems.    
I think the company’s current laptop use and security policies provide the appropriate level of security.  Because company has access and could monitor all the internet activity including private web based email, laptops are up to date with the latest anti-virus updates and patches, data being regularly backing-up, confidential information are encrypted in a secure file or volume.  Therefore I don’t think that there should be any changes and I would continue to use the current policies.  
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	Question Set 2:
To protect the insurance agency’s network and information on laptops, the policy would include: 

a. User identification (name) and authentication (password) shall be required to access the operating system of all desktop and laptop computers whenever turned on or booted.  Screen saver passwords should also be employed after 5 minutes of non-use. 
b. Host –based protections including anti-virus and anti spyware should be installed, as well as all operating system and application patches. 
c. Passwords and smart cards shall be protected at all times and shall not be stored on or with the laptop. 
d. The use of laptops in public places (e.g., airports, restaurants, conferences, airplanes, and while traveling) presents a significant risk of unauthorized persons observing the information being processed. The use of a laptop to transmit information through public telecommunications networks also presents vulnerabilities.  To protect sensitive, confidential and personal information from these risks, and from unauthorized access, manipulation, and destruction, it is necessary to protect the information by encrypting it.  Turn off file-sharing and print-sharing before traveling. 
e. Users shall use a cable lock to secure their laptops at all times.  This is whether the laptop user is in the workplace, working out of the office, or traveling.  If the laptop is left in the car, it should be locked in the trunk; at a hotel, locked in the safe. 
f. Individual users shall not install or download software applications and/or executable files to any agency desktop or laptop computer without prior authorization from the head of the IT department.  Authorization will not be given without the use of encryption technology on the laptop. 
g. The insurance agency reserves the right to monitor individual user desktop and laptop computers at random or for cause. 
http://www.siena.edu/level2col.aspx?menu_id=554&id=5600
http://www.irs.gov/irm/part10/ch03s12.html
http://www.dhs.state.or.us/policy/admin/security/090_009.htm
http://www.security.duke.edu/laptop-security.html
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	You make a good point.  I think implementing the Laptop Protection Policy would be a great benefit to your company.  These policies need to mandated and each employee would need to be trained on laptop security policies and how to respond to any  breach in this policy.  I mentioned earlier that having a policy in place is the first step, but communication and implementation would be a priority.
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	I really haven't had any experiences with Dominican University's IT department.  After reading some of the responses it is good to know that the department is open to walk-in's and is very accommodating.
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	Sarah, that website (http://labmice.techtarget.com/articles/laptopsecurity.htm) is really good resource to learn how to protect your laptop. Like Stephen said, I really like the ideas that you suggested about disabling the guest account, renaming the administrator account, and creating a dummy administrator. All of these ideas will help secure information. I also think you brought up a good point about not only protecting the information on laptops, but securing laptops themselves. The theft of laptops has been increasing and it is important to protect the physical equipment because it is possible to lose information if it isn’t properly backed up. By not properly backing up information and securing the laptop, it is possible to have a breach of security if someone outside your company gains access to the laptop.
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	Chantel, I agree with you that it is a personal opinion whether students like or dislike the Clean Access software. Like you said, as a resident you had to install it, and it probably didn't seem like a big inconvenience because you were able to get online from your dorm room. And although I was a commuter as an undergrad I did not find any inconvenience in Dominican’s current policy because I did not use my laptop on campus, I always used school computers, so installing Clean Access to my computer didn’t really have an impact on me one way or another. I tried it once and it did take a while, and I got annoyed and just used the computers in the Cyber, but then again, it wasn’t really worth my time to install Clean Access because I never used my laptop at school except that one time. I agree that the benefits out-weigh the inconvenience, and if anything Dominican can look at Concorida’s policy that Amanda brought to our attention. 
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	I think Sean's idea of making employees go through mandatory training classes to better understand the company policies and not only will it allow employees to be better able to protect their customer's information, it will also give them a deeper understanding of exactly what the security systems are for, how they work, and how essential they are to the productivity of the business.
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	While I have downloaded and used the Clean Access program on my own laptop at the school, I would have to agree with Kimberly in that it is more of a hassle to go through the entire process then it would be to just log on at school and use the university computers. I think if someone does not always need to have their laptops with them (jobs,class) in order to access information, it might just be easier to email yourself whatever information is on the laptop and then open it on the computers at school.
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	I agree with Laura that saving any data on a local drive is risky at best. At Dominican, we provide each faculty, staff and student with a network drive space. This space is backed up on the server and is secure (as long as basic security procedures are followed. Additionally, each staff department can save job related items to an additional shared drive within their particular department. While not as secure as the "N:/" space, the departmental shared drive provides another space that is not local.

As an IT employee at DU, I am often worried about information saved on local and flash drives. Many help desk calls result in discovering that files are stored in My Documents or lost on flash drives. Though not uncommon among organizations, I often wonder what is leaving our network and going onto personal/unsecured drives.
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	I would agree with Brian that an educational campaign on Clean Access could be another source of useful information for our constituents. In the past, I assisted with first-year orientation and discussing laptop and network policies. Though I agree from a holistic point of view that education is important, I wonder what audience would be interested. Perhaps, the IT department could provide a summary sheet of Clean Access's purpose and its impact on our network.
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	You bring up a great point about lost or stolen laptops.  The ability to delete the content of a laptop in the case that it is lost or stolen is a security measure that would be essential for any company that has confidential data that can be accessed from the laptop.  Cost of such a system would have to be considered but I think for many institutions, the benefits of having such a tool in place would be considerable.  This service exists for other company issued devices, such as pdas and cell phones.
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	I agree that policy must be enforced.  When people bend the rules or when rules are lax, it can give off a mixed signal about the company and its culture.  I believe rules and policies are in place to benefit both the company and its employees.  And when they are not enforced or properly executed, then you undermine the integrity of the business. 
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	User education is definately important to communicate the need for secure networks and what users can do to protect both DU's network and themselves from security breaches.  I like your suggestion to continue to keep Dominican's IT policies in line with peer institutions.  It demonstrates an active approach to keeping IT policies up to date and within reasonable scope.  
	

	[image: Post reply]






		Forum: Week 5 Discussions - Laptop Security - Closed
	Times Read: 4 

	Date: Mon Feb 16 2009 22:42

	Author: Johnson, Clarence  <johnclar@my.dom.edu>

	Subject: Re: W5D2 - Dominican Clean Access

	[image: Remove]

	
	

	I agree, Erika that it would be much easier to just email yourself whatever important information you need and use the desktop computers in the library.  I understand that people use their laptops in class, but if you could avoid the hassle then why not. 
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	In order not to pose any threats on the laptop's that travel outside of my work area we are required to have antispyware and antivirus on our computers as well as regular PC updates and a Windows firewall. Most of us also have passwords to certain programs in case of theft of an employee laptop that contains work information.

In order to possibly strengthen the security on employee computers even more, and to avoid information being compromised and loss of revenue of the company, I would change our policy to be under the care of a professional and well-known network security system like Napera because it is affordable even to small enterprises, it is easy to deploy, and it begins working against malware, viruses, etc, right away.
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	Sarah, I have been really struggling with the issue of personal laptop worse of a computer. It's funny because when I think about it from an IT perspective with security in mind, I tend to agree with Jason. However, then I think about myself (and I consider myself a good employee), and I would be very confused if I couldn't use my laptop for whatever purposes I needed it. I mean, if I can work from home on off hours, then I should also be able to do personal things when it fits my schedule...say, on a business trip with my laptop, etc. I think the best solution is the compromise that doing some personal things on the laptop is fine, but 1.) uploading software, 2.) storing personal financial data, or 3.) taking confidential work information and putting it in jeopardy of the key challenges of a laptop ( or a PDA, or a blackberry, or a work cell phone)...if works goes home with you, home goes to work with you....hmmm
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	My place of employment has several laptop polices that it uses to ensure that information is kept secure. 

-Employees are not allowed to download any personal data.
-Employees can not use CDs, USB drives or other external equipment with the laptop.
-Passwords must be updated every 3 months using an alphanumeric at least 6 digit code. 
-Laptops cannot be used for personal use including checking personal e-mail outside of work.
-IT performs weekly anti-virus updates on each laptop. 

These are just of few of the polices my company requests employees to follow. Since I work in RD for a food company it is extremely important that certain ingredients and recipe formulas be kept confidential particularly from competitors. 
I do not think I would change any laptop polices at work. I think that employees do well at meeting most of these guidelines. Increasing polices would make it harder for workers to follow them and decreasing any polices may compromise information security.
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	It's funny because I think the more education you invested, the less need there would be for Clean Access! I mean, to a large extent, the current policy helps to safeguard against people who do not understand the impact that their bad decisions might have on the Dominican network. I mean, I am all for education about technology, about policies, about university reasoning, etc. But, truly, I think some of these policies just help to catch those who would most certainly skip the IT training session and bring an infected computer into the university system!
	

	[image: Post reply]






		Forum: Week 5 Discussions - Laptop Security - Closed
	Times Read: 12 

	Date: Mon Feb 16 2009 23:12

	Author: Katris, Viki  <katrviki@my.dom.edu>

	Subject: Re: W5D2 - Dominican Clean Access

	[image: Remove]

	
	

	1. I believe that the current Dominican laptop policy is one which many universities have acquired, and I believe it does a satisfactory job. However, I know that many people not only have trouble with the installation, but there are often problems with Clean Access working with Internet Explorer default settings, so it gives the user problems once the computer has restarted into a new session. Also, I don't even have Clean Access on my computer (at least I don't think I do) and I use Guest Access every time I connect to the Dominican network. I have never signed in with my Dominican username and password. Therefore, to answer question 2, I would probably add better restrictions for computer users who try to access the Dominican network. Perhaps there is a software program that can detect a certain IP address and give it a certain amount of access uses using the Guest Access option.
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	I also think that training (more hoops, as it were) helps employees to recognize the value and power that comes with equipment privileges. That is, learn what can do wrong and you really better understand the new resource that is being offered to you. It really adds value to the technology when you are better trained on how it can truly work.
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	Virangi, I think it's interesting that you had trouble with Clean Access. I think that is exactly the opposite of its purpose, but I wonder how many people have had similar problems. Dissuading students from using their own technology resources because of incompatibility issues is probably sending the wrong message.
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	Personally, I have never had the opportunity to use my laptop at Dominican University and therefore I haven't dealt with the "Clean Access" policy first-hand. Overall, I do think it is a good idea for Dominican to implement this policy because it will protect the university's system along with user's laptop. The user can rest assured that their information is protected on the laptop as an added benefit of Clean Access policy. I do not think I would change this policy as an IT administrator.
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	The HIPAA policy was strictly enforced at my previous place of employment. Workers were not allowed to leave computers without "logging out" and Patient health information could not be printed without an electronic signature of the employee. This act has proven to have both its benefits and drawbacks.
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	I like your answers. It's very detaied and clear. It seems you cover every detailed even some points I didn't concern before this like encrypting confidential file on his/her own laptop. I agree particularly the policy that company has right to check on their send/received email, as well as the visited website. This idea represnts that strong idea of 'it is company property'.
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	I should have read your answer carefully before I posted my initiating reponse or researched more. I said that we should see what other universities do to find some other user friendly way to let students using laptop at school. However, you did good reserch on other university security system and found out that they use Clean up Access as well as Dominican.
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	I agree with Jason.  Temporary access could transmit harmful viruses and malware to the school network. So I also think Dominican should not allow the temporary access to the laptops.  As a solution those students can make use of the school computers.   
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	Clean Access protects the school network from harmful viruses and malware. But at the same time it has some operating problems in the installation process.  In that case if school can come up with more user friendly software instead of Clean Access as Sarah mentioned,  it will help students to log into the internet  without any hassle to do their research work and this  will also save their time.   
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	Sarah,
You make a good point in discussing the physical security of the laptop and the information put at risk by physical theft. As a veteran, my personal information was put at risk in 2006 because an employee of the VA had their work-issued notebook computer stolen. Many veterans have been put at risk of ID theft, with some being targeted for the crime. This whole situation could have been averted if the employee had followed the VA laptop security guidelines.
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	Clarence,
I have to disagree with your policy of allowing the install of quicken or turbotax on the company laptops. Although those two programs come from well-known sources, and are probably perfectly fine for install, the precedent set by allowing their install and use on the company laptops sets a dangerous precedent. I'm quite sure there would be employees that would want to install other programs with less-secure, or known programming, which could cause laptop performance issues, as well as potential security issues (trojan horse bugs, etc).
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	You are right Sean, while I was researching I also came to know that many universities use the Clean Access to protect their networks from infected and vulnerable machines joining their networks. Clean access is a good safety measure to prevent viruses entering into the school network but it needs to improve its installation time.   
 As you mentioned Dominican can also study how other schools have created their systems.  For an example as Amanda mentioned in her thread, Concordia has three different networks; secured, student, and public.  According to her, public have access only to the internet and they have no access to Concordia resources. Therefore limiting damage could done for the Concordia resources.  
I think Dominican can study how Concordia system works and could learn from it to avoid problems with Clean Access.  
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	Your security policies at your place of employment do seem rather secure and satisfactory due to your size. The fact that only executive team members can be in possession of bank laptops dramatically reduces the risk of losing sensitive customer data when a laptop is lost or stolen. I like the idea of having each holder go through theft prevention training, detailing how to prevent a laptop from getting lost/stolen, as well as how to react if it occurs. Setting secure passwords will mitigate the risk of an unauthorized user logging on, but i feel this training is necessary. Often, organizations simply hand out the computers prior to any training, only providing then with a manual to read. For instance, Paul Reyes posted in his discussion that he was just given his laptop, but when he returns to work he will get informed on the company's security policy. Finally, the wipe-out and backup feature is important to implement in a bank setting, where customer identification and financial data must be protected.
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	I found your comparison between Dominican and Lewis University interesting...thanks for that tidbit! As users seem frustrated by CleanAccess' inconvenience, it is important to compare the security policies of similar sized institutions. Obviously, the prevalence of CleanAccess at other educational institutions exposes the benefits and role it plays in security policies. Benchmarking is vital in the business world, as well as in the IT realm. Dominican must keep up with the policies and technologies of other schools, to ensure the most thorough, effective security policy. By doing so, Dominican may also receive clues or hints on how to improve its CleanAccess frequent troubleshooting issues, as other school users/IT dept may have figured out solutions. 

By bringing up the recent phishing incident at Dominican, you have conjured up a great suggestion. I also strongly believe that user education on Dominican's IT policies will help to relieve some of the frustration and prevent similar security breaches. The training should also cover red flags, or hints on how to realize a scam, or an illegitimate download, where your computer (thus Dominican's network) may be infected.
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	Q1. Dominican's current laptop policy seems to be in line with what a lot of other schools are using. I did some online research and found quite a number of institutions that use Clean Access, even Johns Hopkins. I don't know much about the cost that would be involved to change to something else or the effectiveness of other software available. Although I own a laptop and have been tempted on many occasions to bring it for use at Dominican, I haven't tried the Clean Access program, so I can't speak to the bugs or the inconvenience.
Q2. If there is enough feedback for the inconvenience and challenges using this software, I would be inclined to reassess the system. Research would need to be done into other available alternatives, the cost and future benefits and hopefully a change could be made that would be time-saving and more user friendly.
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	I agree with my colleagues. Training programs not only offer better understating of how to handle confidential data but also it protects companies from law-suits and litigation procedures.  This saves time, money and reputation of the company.  In preparing training programs different companies have to comply with different Acts, such as  Health Insurance Portability and Accountability Act (HIPPA), Gramm-Leach-Bliley  Act, and Sarbanes-Oxley Act.  
Since this insurance company is providing financial services it needs to comply with Gramm-Leach-Bliley  Act in arranging their training programs to ensure the security and confidentiality of customer data.  
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	I agree with Erika and Sean that employees should go through mandatory training classes to better understand the company policies and not only will it allow employees to be better able to protect their customer's information, it will also give them a deeper understanding of exactly what the security systems are for, how they work, and how essential they are to the productivity of the business. From http://www.computerworld.com/securitytopics/security/story/0,10801,110494,00.html, in a CompTIA information security study, 59% of the organizations surveyed indicated that their latest security breaches were the result of human error alone. If employers got the proper training to recognize how to resolve such security breaches, companies will have a easier time functioning.
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	I agree with Erika that Clean Access is more of a hassle to go through the entire process then it would be to just log on at school and use the university computers. I have used the temporary Clean Access set up on my laptop at school, and even the temporarily access was difficult to use. I think Clean Access is more than likely an efficient security software, but I would agree that it is one of the more difficult security software’s I have used. Dominican University should look into a security software that protects their assets just as well and is also one that is easier for students and staff to use.
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	I would also have to agree that to make any rational decision to replace Dominicans Laptop Policy; you would first have to research more on what other security software’s and what they have to offer. I also think Dominicans security laptop policy is not a bad one, but it is difficult to use. Further investigation is needed to fully make the decision of switching to another security software than the one in place.
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	One of the biggest issues I've seen working in an IT department is maintaining system consistency throughout all university laptops. One instance stands out surrounding patches. A patch, by definition, is, "a small piece of software...to repair the flaws without disturbing the proper operation of the software" (Laudon, 2006, 327). Ensuring that Windows updates, critical security updates and other such items are installed relies heavily on the user. With many projects and demands, the IT department sometimes fails to enforce updates and such to laptops. I agree that enforcement is often difficult and time consuming.
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	I agree that the aim of mobile computing is to allow for efficiency, however Clean Access (in my experience), is one of the more reliable authentication systems. When I was a graduate student at Eastern Illinois University, all students were required to utilize Clean Access. As long as systems were maintained (the burden of the user), the process of authentication was efficient. Only when systems were not properly maintained did login issues occur.
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	There is a indirect relationship with computer security and flexibility.  At one extreme, a computer could be so secure that internet access itself is removed, or be so flexible that the computer is disabled in 5 minutes.  Depending on the industry and the nature of the computer's use there has to be an area where workers can obtain the information they need without endangering the company's records or data.
Some companies allow workers to place personal information onto a laptop hard drive because maybe some of the information is not as pivotal.  Or maybe the company wants to boost employee moral and basically give free reign access to employees (within reason).
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	Wow! I was unaware that Concordia had three split systems.  It seems like a great idea to allow three sets of potential users access to certain systems.  However, some minor issues do occur under the use of wifi.  
1) Depending on the reach of the network, many residents near the school my be pulling free internet access.  For a small price, residents can purchase a extended wifi antenna to stretch the signal to use free internet.  This can bog down the system given enough people access the network.
2)Open Wifi is more prone to phishing attacks.  According to Taylor Buley's story in Forbes, called "Hacking Airport Wi-Fi," areas that allow free wi-fi such as airports have better chances of having of being hacked.  During 2008, over 100 employees collected wireless security data at 20 airports and found "rampant" phony hotspots created by phishers.  "Almost all public networks allowed data such as user names and passwords to pass through the air unencrypted.  Only 3% of people uses something more secure."
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	I think you are right that the company has eliminated the temptation of distraction by the internet.  I often wonder if productivity would have been higher had internet access not been available at my place of employment. 
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	I agree with you that the Clean Access System is not easy to work with.  However I think that the clean access system is necessary in order for the school to protect their IT system.  I agree with you that more user friendly alternatives should be looked into.
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	The fact that you work in the retail industry; I can understand why the company does not allow personal laptop use.  The job itself does not allow an individual to surf the internet because you’re constantly interacting with customers and not working exclusively form a computer.  So there would be no need for a person to bring or use a laptop because of the job.
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	I agree that if you're living on campus and youre going to be using the Dominican system often enough, then it probably makes more sense to download the Clean Access. It does just come down to personal usage. Also, as to Concordia's system, how does it work exactly? Students just get to pick which security system they use or do they have to use all three? If so, that seems a little bit like overkill.
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	I would have to agree with Ben in that installing Quicken, Turbotax, or any other peronal software programs into the system could lead to some serious issues with bugs, hackers, and or leaks of important information. I think an easy solution would be for people to just download the software that they want onto their own personal computers at home instead of using the laptops given to them at work.
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	From Absolute Software here are ten steps to a layered approach to laptop security:
1. Understand the risks. As organizations open up their networks to their mobile work force, to partners, customers and others, they expose themselves to greater security risks than they encountered when traffic was mostly internal.
2. Be proactive. If you cannot identify the weaknesses in your network’s security, someone or something will find those vulnerabilities for you. Educate yourself on the tools and techniques used today by cyber criminals as well as other security risks. Data security is a moving target that requires ongoing attention.
3. Use cable locks on laptops as visual deterrents. Truth be told, most cable locks can be ripped off the plastic exterior of a laptop with a strong tug. Cable locks are therefore akin to ink-filled garment security tags in clothing stores: they leave a mark when removed by force, but are ineffective at preventing many thefts. 
4. Avoid leaving unsecured notebooks unattended. Lock them in cupboards, notebook carts or other secure facilities when not in use. If they must be left in a vehicle, they should be covered up or locked in the trunk.
5. Keep laptops inconspicuous. Laptops should be carried in inconspicuous carrying cases, such as backpacks or tote bags, instead of tell-tale laptop bags.
6. Install anti-virus software and firewalls. Prevent unauthorized access and protect valuable information with data encryption software. Keep all software products updated to the latest versions or patches to help minimize security holes. Ensure web servers, operating systems and line of business applications are fully patched.
7. Back-up valuable data on a scheduled basis. Data back-up needs to happen frequently to minimize the risk to the organization in the event of loss.
8. Create a contingency plan. Identify possible damage should a breach in security occur; also consider how customers, students or employees would be served in the event of catastrophe. Contingency plans for security should be integrated with the organization’s overall disaster recovery plans.
9. Use asset tracking and recovery software. Install an asset tracking and recovery tool such as Computrace to track and recover computers that are lost or stolen, and monitor any changes or disappearances in computer memory, hard drives or peripherals.
10. Invest in advanced data protection. Computrace allows customers to track fixed, remote and mobile computer assets and remotely wipe sensitive information in the event that a computer is lost, stolen or nearing the end of its lifecycle.

I found this list covers all the bases. I was particularly fascinated by "Computrace" with its remote abilities, especially deleting data from a stolen laptop and getting a record of sensitive data that's been accessed.
Source: http://www.absolute.com/resources/laptop-security-tips.asp
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	Most people feel the Clean Access software is an inconvenience to use.  My suggestion would be to look at how other universities and educational institutions have implemented their security software and the impact/effect it has on their systems.
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	I completely agree with you that for the company's size right now, the laptop policy works well. Perhaps larger organizations could also learn from the policy of only allowing very few people to have a laptop. My bank also allows select people to use a password generator that is small enough to fit on a key chain, but also allows them to sign on to their hard drive via any other computer. The safety measure in place here is that they do not have a whole laptop they are putting at risk.
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	I also agree that switching systems, if they are easier to operate, would be helpful. However, I do wonder if they all contain some sort of step or two that computer challenged people would have a difficult time getting through. With this theory, it would be better to educate the student population rather than switch to system that is just a little bit easier.
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	I agree that under optimal procedures, I (and others who received laptops) should have been informed of all the policies and procedures.

Whenever company data is portable, whether that is through a company issued laptop, smart phone, etc, the risk for data theft is immense. I can only speak for myself, as I have already taken numerous AML and security-license tests. So I am aware of the repercussions to my career, and more importantly, that of the company.

I will make a suggestion to management and see if I can obtain for myself (and others) the laptop policy. As it stands the only safeguards are the boot-in password and rsa key. We were also issued a combination lock to lock to our drawers overnight, or wherever else.
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	1 and 2.

Dominican's laptop policy with clean access is, at the very least, a policy in itself. Dominican is taking a safety precaution, and that is commendable. 

While most universities are assumed to have computer labs (and Dominican does), I feel that Dominican is going out of the way by allowing students to use their own laptops. Think of it this way, Dominican could only state, you must only use our computer desktops. This would effectively reduce the presence of malware to a minimum. But they have gone the extra mile of obtaining the clean access, while must be at some cost to them.
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	Although this article is dated, I was glad to see there may be some competition for Clean Access. After perusing the Symantec website, I wasn't sure which of their products might be comparable, if any. However, InfoExpress may be the challenger to creep into Cisco's marketplace:
Study Shows that InfoExpress' DNAC Solution is Significantly Quicker and Easier to Deploy than Cisco's NAC 2.0 and Clean Access 4.0

Mountain View, California, February 6, 2007 - InfoExpress, the leader in policy and configuration enforcement solutions, announced today the findings of an ease-of-use comparison study of NAC solutions, rapidly becoming a critical business imperative and a top priority for companies in 2007. The study, performed by The Tolly Group, confirms that InfoExpress' Dynamic Network Access Control (DNAC) solution is far easier and quicker to deploy and maintain than Cisco NAC 2.0 and Cisco Clean Access 4.0.

Results from the study show that InfoExpress DNAC requires no network changes and a small network could be configured in just seven steps performed on the DNAC software, which had little or no impact on the network infrastructure. In contrast, for initial configuration of a single network, Cisco NAC required a total of 30 steps including 19 steps that affected switches and routers, and Cisco Clean Access required a total of 25 steps including 8 steps that modified the network equipment.

"This study from The Tolly Group confirms what we've been saying all along about ease-of-use and speed of deployment for DNAC versus alternative solutions like Cisco NAC and Clean Access," said Stacey Lum, CEO of InfoExpress. "By examining the data in the report, it's clear why DNAC costs so much less to deploy and operate than traditional solutions, and is gaining significant acceptance in the marketplace as a superior way to address the NAC need."

DNAC's revolutionary peer-to-peer-based enforcement model can turn compliant endpoints into dynamic policy enforcement points that block unauthorized, noncompliant users from connecting to the network. This is especially well-suited for handling rogue endpoints and guests. DNAC enforcers are unique because they quarantine noncompliant endpoints from the rest of the network, even from those PCs and servers not running the DNAC software. No other NAC vendor uses peer-based technology to control network access by leveraging the large number of existing endpoints on the network as dynamic policy enforcement points, and no other vendor can have their NAC solution running in under an hour.

"InfoExpress' Dynamic NAC solution delivers secure network access that is considerably quicker and easier to deploy and maintain in a network compared to Cisco NAC 2.0 and Cisco Clean Access 4.0," said Kevin Tolly, president/CEO of The Tolly Group. "Since DNAC's initial configuration required no network changes and less than one-third of the steps of similar Cisco solutions, it is easy to see how DNAC eliminates the traditional barriers and headaches associated with strong NAC."

Further findings from the study show that additional tasks, such as adding a Unix device or a print server with InfoExpress DNAC, had little impact on the configuration of the existing network components. This is in contrast to similar action with Cisco NAC and Cisco Clean Access which required configuration of every new critical network infrastructure component.

For more information and to receive a complimentary copy of The Tolly Group "Ease-of-Use" Comparison, please contact sales@infoexpress.com.

About The Tolly Group

The Tolly Group, an independent testing and strategic consulting organization based in Boca Raton, Fla., offers a full range of services designed to furnish both the vendor and end-user communities with authoritative and unbiased information. Additionally, The Tolly Group is recognized worldwide for its expertise in assessing leading-edge technologies. For more information on The Tolly Group's services, visit its Web site at http://www.tolly.com, E-mail info@tolly.com, call (561) 391-5610, or fax (561) 391-5810.

About InfoExpress

InfoExpress network security solutions protect enterprise networks and the endpoints connecting to them. The company has provided network access control solutions since 2000. At the core of InfoExpress solution is the CyberGatekeeper Suite, which ensures endpoints are safe and compliant with security policies by performing real-time audits and quarantining of all network-attached endpoints. InfoExpress products have received numerous awards for their innovation. The privately held company is headquartered in Mountain View, California. http://www.infoexpress.com/
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	I think you address a good point when you mention that allowing employees to store data on the company server may slow down the system. This may very well happen if workers are downloading unnecessary personal e-mail attachments. If not periodically deleted by the employee, IT may not know what information is essential and may decide to leave "junk" on the server.
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	I found this file through a website and thought it was very useful in understanding how to create awareness and training opportunities in the workplace. http://csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50.pdf
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	I agree with Joseph. I'm surprised that a company laptop was given before any policies and regulations were at least mentioned beforehand. And if this means that some companies simply might not have security policies, aside from the casual "Try not to use company laptops for personal use, such as Facebook and Myspace which can cause viruses," http://www.sans.org/resources/policies/ SANS provides sample policies and templates for companies who need help in establishing their policies for the first time. The website states that there are over dozens of security policies and they have been approved through a process and have been created and updated by professionals who have experience in both government and commercial organizations.
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	Ben, I remember that happening! It was all over the news. I think that's a really great example of how "transportable" and by extension "steal-able" laptops and the information that they hold can be.
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	Todd, it's funny you should mention that you worry about how much information is leaving the network on flash drives. You know, we have so many policies about taking a paper file out of a cabinet, say of a major donor. We have to sign it out with a date and time, and we sign a waiver that it can't leave the offices. But, that person's online record, I could easily run a query from the database and get information that I put in an excel spreadsheet and take home. There are a lot of times when I take home work that way, to work on things over the weekend,etc. It makes me think that a big problem is duplication of information...once duplicated, it could go anywhere!
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	Along with the others, it is true that Clean Access is used at many universities. I went to UIC for undergrad, and am at John Marshall for law school, and now Dominican for the MBA, and all three of these institutions have been using Clean Access. 

After doing some research I realized that Clean Access does a good job in enabling use only for users who are attempting to access the respective network with a "clean" system-one that has security and windows updates and sufficient antivirus protectionl however, until it actually finds those infected computers can take more time than we think. Therefore, I believe Dominican might want to offer a free antivirus download for Dominican students who are accessing the Dominican network. 

I thought that this was an interesting way of describing what Clean Access does and how it works, according to Rice University in Texas:

Like the periodic state inspection for an automobile, Clean Access does not look at where you drive or how you use your vehicle. It only checks to make sure required systems or components are in place. 

Instead of brakes and anti-pollution requirements, Clean Access checks for system patches and anti-virus protection. 

If a car does not pass a state inspection assessment, it can be removed from public streets and highways. Similarly, a computer that does not pass the Clean Access assessment is prevented from navigating through the thoroughfares of the Rice network. 

When an automobile inspector discovers a requirement that is unmet in a vehicle, he or she reports this deficiency to the owner and suggests ways to bring that element up to the required level. In the same way, Clean Access will point out missing requirements for safe network access but the computer owner is responsible for implementing the changes. Clean Access can't upgrade a computer or apply a patch; it can only identify improvements that need to occur and instruct the owner on how to do so.
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	Viewing peer and aspirant institutions is a great idea. I think looking beyond universities to other companies and institutions is also helpful since so many people are facing this problem, as the value of portable resources becomes more and more a priority.
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	As you point out, there have been several examples of well known companies who have had security breaches because of lost or stolen laptops.  While laptops make it easier to work remotely, extra steps need to be taken to protect the confidential data found on them.  You provide a very thorough description of what an ideal laptop security policy would be for your company based on its size and industry.  IT departments need to take into consideration the same things when implementing similar security policies.
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	I think that article reference to the "ease and speed of deployment" is key to ways that products like the Tolly Group can beat out Cisco...because when it comes to security...people are most comfortable relying on established names and products. So, the benefits need to really outweigh the inconveniences in order for a company to make a switch to a newer or less well known product like. Don't you think?
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	The laptop security policy that is in place for your company is very similar to what i am reading for other industries, including my own. It seems like proper precautions should always be considered when implementing the aforementioned policy.
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	I agree. Dominicans clean access program has not given me any difficulties and it does make me feel reassured that my information is safe being stored on the school's servers. Yet, even if it was a hassle to utilize the program, I still would knowing that proper precautions need to be taken.
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	I like the idea of Zero-Interaction Authentication mentioned by Sean being implemented into laptop security. This security framework seems very reliable when it comes to continuous communications and encryptions. It is a smart way to ensure the safety of your laptop and any vital informations.
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	I agree with Erika that the policy that Dominican has put in place as far as signing into their proxy is not that bad of a policy. I think the time needed to log in is minimal when it comes to protecting the vital information and system the schools computers has.
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	I understand the concerns for employees downloading various applications onto their laptops.  The company I work at has a policy that the all laptops have the same software/applications and that we are prohibited from adding additional programs to them for security reasons.
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	I like your idea about keeping Dominican IT policies in line with peer institutions, such as Lewis.  I was wondering if you reviewed more than one college or just Lewis.  If it is just Lewis, I would suggest looking at a couple more institutions just to get a better idea on "best practices".
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	You are absolutely correct about students having access to several desktop computers on campus. If students are running late and do not have time to wait for clean access to be installed, they have the option to log on to one of these computers for immediate use.
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	One way to avoid installing clean access and still using your own laptop on campus is to possibly use a "laptop connect card". These cards act similar to cell phones in the sense that they connect laptop users to the internet using a cellular network. Of course, this option is a bit more costly and may not provide the same level of security as clean access.
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	 Yes, it’s affordable to use for even small enterprises.  I searched for more information and I came to know that Napera stop spreading of dangerous malware, enforce computer health, control guest access, enforce user & device identity, provide secure remote access, and increase Wi-Fi security.  
(http://www.napera.com/) 
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	Sorry, forgot to add the response to the Quicken/TurboTax question. My security policy would not enable agents to install these software programs, merely for their personal use. It increases the risk of lost sensitive data, and increases the vulnerability that updates may allow hackers or security breaches to occur. The agents should use their personal computer for such uses.
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	I also think it’s better if Dominican can come up with an alternative software which can cut down the installation time and inconvenience of operating.  Viki Katris has mentioned about Napera in his thread in Question 1.  I searched more information about Napera after reading his thread.  It controls guest access only to the internet or designated printers and keep guests off company’s core network.  This is a special feature in Napera.  It is easy to deploy and requires minimal network changes. 
I think this is a good software that we could think about to overcome current problems with Clean Access.
(http://www.napera.com/), (http://www.napera.com/solutions_network-access-control.html)
(http://www.napera.com/solutions_computer-health.html), 
(http://www.napera.com/solutions_guest-access.html) 
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	I appreciate that you shared your experience with using Clean Access.  It is certainly frustrating to have to deal with unanticipated technical issues when working against the clock on an assignment.  As with any security system of this type though, there are ways to work around them to gain access to the secured network.  I agree with you that Dominican IT should work with Cisco systems to make sure their product is running as efficiently as possible.    
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	Todd,
I have to agree with your concern about what is leaving the Dominican network on flash drives or being saved on laptops or home personal computers.  Everywhere I go I see people using laptops.  Restaurants I have particular concerns about; of course you never know if encryption technology is being used, but I stopped using my debit card pin number in the grocery store, for fear of somebody seeing and stealing it.
Some people seem too trusting or are just careless.  I have heard comments from staff people at Dominican seeing unattended laptops in the library or in the area by the Cyber cafe. It's really scary and gives me great pause about where to use my laptop.   
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	I think that your idea of putting the security in the hands of professionals is a good idea.  Although having the employee be responsible for their use is a cheaper route to go, I agree that it is worth the cost to have a professional protect the organizations IT systems.
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	I was looking at a couple of Cisco's pages on their website, particularly the products related to Clean Access.
Todd, perhaps you could address this: Is Dominican current with the latest version of Clean Access?  Has Dominican reviewed or researched any of Cisco's recent products that might help or improve the use of Clean Access?  Other considerations related to the product?  Would this be part of Dominican's technonlogy audit?
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	I agree with you that Clean access can sometimes be a problem for users.  I usually log in with my username and password so I didn't even think about how easy it is to get around.  You make a good point that there should be better restrictions on access.
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	Your laptop security policy sounds similar to the one at my organization. From the sound of it, you must work for a smaller organization (less than 35 employees). It seems too costly for smaller organizations to implement an in depth laptop security policy. Once an organization grows to above 35 employees than it would be crucial to implement a thourough laptop security policy to protect from any breaches in confidential information.
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	I completely agree. I have utilized Dominicans Clean Access program and from experience I can say that it is a relatively simple operation. I also agree with the fact that it is crucial to always update your computer with the latest anti-virus software to protect from malicious destruction of important files stored on your hard drive.
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	Question Set 2: Assume you were in charge of laptop security at a medium size business. Your business is an independent insurance agency with 50 insurance agents and 8 support staff. The 50 agents take laptops to meetings with clients to present marketing materials and to immediately calculate and display Life Insurance Policy Illustrations. The agents also capture potential customer information and coverage requests so they can send the information to the insurance company's home office for premium estimates.

What laptop security polices would you put in place at the insurance agency to protect the information on the laptops and to protect your company's network from malicious code? Many agents want to install Quicken 2009 and Turbo Tax 2008 so they can use the laptops for personal finance. Would your policies allow them to do this? Provide any relevant references from your internet search. 

I would implement the use of password protected software. This would help protect from any unwanted entrants from gaining access to critical programs on the laptop. Furthermore, I would make it mandatory for every laptop to have a very extensive anti-virus program to prevent malicious code. My policy would not allow them to use company software for personal reasons. There has to be a segregation between company and personal information.
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	I could not compare to Stavros as though I do not work in a financial envirnment, but I do agree that laptop security should be limited to larger companies. Client information is too important to gamble on with a new systems that handles laptops in the corporate world. I do support Wi-Fi and any other wireless internet features offered to customers and students at various locations to use a laptop for work or personal use.
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	I agree with Michelle that the university is smart by incorporating a security system to protect its network from laptops. I do not see the need to bring a personal laptop to Dominican since Dominican provides computers to students to use. I also do not see the need for students to bring laptops into classrooms since most students just play around on the internet during lecture anyways. I think time in the classroom should be reserved for learning and notetaking.
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	question set 2:

I would implement a few security procedures.

(1) have each employee undergo a mandatory laptop security class, or have some kind of pamphlet that they must read and sign stating that they understand the policy.

(2) have a password required upon boot up. 

(3) have a rsa key or some kind of data key that is issued to each user.

(4) have the laptop record exactly what actually occurs from the moment the laptop is turned on and off. this data would be sent to IT/compliance in order to ensure that the laptop is used solely for business purposes. 

(5) have the user sweep all of the current day's data from the laptop to the server. this way if the laptop is somehow stolen, the data on the laptop would be minimal.
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	I would be interested in sitting at Dominican's IT audit. I'd like to know the number of malware that is introduced via outside laptops vs. user misuse on the desktops.

I'd also like to know what Dominican's options were aside from Clean Access, and why they specifically chose Clean Access vs other anti-virus programs.

I do not live on campus, so I wouldn't be up to date with any campus e-mails regarding virus outbreaks, but as far as I can tell Clean Access is doing it job.

Perhaps the fact that we don't hear about virus outbreaks is a sign that Dominican's Clean Access policy is valid.
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	I think that Laura's idea for a security policy at the insurance company makes very logical sense. Though it can be dangerous still to lose things like sales pitches or FAQs, they are definitely less dangerous to lose than financials or client information.
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	Viki brings up an interesting point about guest access that I was unaware of, because I have never tried to log in as a guest. If she can log in each time as a guest when she needs Dominican's email, what is the point to having the Clean Access? To me, it seems that if Clean Access is necessary to protect Dominican, no one should be allowed to access the internet without it.
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	Sean,
Sometimes it can be frustrating if employers won't allow any software to be installed on laptops, especially when it can help increase productivity and will contribute directly to the business. However, I also see the technical issues that may arise when IT employees are asked to fix a computer that has outside software installed on it. What happens when those employees are not familiar with the software, there is no way they could be familiar with all of the programs out there. So the simple solution is to just ban all outside software not installed by IT.
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	Chantel,
I think you touched on an interesting issue. It does seem that the Concordia policy is more complicated than Dominican's. I think one issue to consider is the use of resources. If the Clean Access system works well, and doesn't utilize a lot of resources (IT personnel, cash, time spent working on the system), then maybe that is the reason for Dominican's choice in using it. Either way, I'm sure the school took a good look at many different options, and came to the conclusion that the Clean Access system fit the schools needs (which were probably different than Concordia's) better than the other options.
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	Rob,
Many students do use laptops at Dominican. I am one of them, and I'm a huge fan of the Wifi access. I wish it were available in more areas of the campus. From the classroom standpoint, I understand what you are saying about students playing around, etc. I think one thing to keep in mind, especially in our situation, is the undergraduate experience of some students. I happened to go to a school where using a laptop to take notes in class was very encouraged, and very common. I understand that at Dominican, the classroom experience is different, so the majority of the time my mac is in my bag.
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	I know that if someone uses a company computer for personal use, even after the information is deleted, there are still temporary files and logs on the computer that a potential hacker or a subsequent user can still access.
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	I know that Dominican has an IT department but I have never been to them yet either. Also, according to the Dominican document Cisco Agent is supposed to check if you have updated antivirus installed, but I have been accessing the network with no antivirus installed at all because it expired a couple months ago. This makes me question the efficiency of the Cisco Agent.
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